1

Data Structures, Feodor F. Dragan, Kent State University 1

Data S truc tures

Fall, 2000

(Fe odor F. Dra gan)

Department of Mathematics and Computer Science

Ke nt State Universit y

Data Structures, Feodor F. Dragan, Kent State University 2

Contents

¯ Se veral methods of implementing the hash tables;

¯ Comparisons of these methods;

¯ Some applications of hashing; and

¯ Comparisons of hash tables and binarysearch trees.

CHAPTER 20

Hash Tables

We will see :

Data Structures, Feodor F. Dragan, Kent State University 3

Hash Tables

¯ All search structures so far

˘ Relied on a comparison operation

˘ Perf ormance O (n) or O( log n)

¯ Assume I ha ve a function

˘ f ( key )

Î integer

ie one that maps a key to an integer

¯ What perfor mance might I expect now?

Data Structures, Feodor F. Dragan, Kent State University 4

Hash Tables - Structure

¯ Simplest case:

˘ Assume items have integer ke ys in the range

1 .. m

˘ Use the value of the ke yitself

to select a slot in a

direct access table

in which to store the item

˘ To search for an item with ke y, k ,

just look in slot k

¯ Ifthere ´ s an itemthere,

you ´ ve found it

¯ Ifthe tag is 0 , it ´ s missing.

˘ Constant time,

O( 1 )

2

Data Structures, Feodor F. Dragan, Kent State University 7

Hash Tables - Relaxing the

constraints

¯ Keys are integers

˘ Need a hash function

h( key )

Æ integer can be found

¯ Space for speed trade - off

               ˘ ^ Full ~ hash tables don ´ t work (more later!)

¯ Collisions

               ˘ Ine vitable

                              ¯ Hash funct ion reduces amount of infor matio n in key

               ˘ Various re solution strategies

                              ¯ Linked lists

                              ¯ Over flo w areas

                              ¯ Re - hash funct ions

                                             ˘ Linear probing        h ´ is    +1

                                             ˘ Quadratic probing   h ´ is     + ci 2

                                             ˘ Any other has h function!

                                                            or even s equence of funct ions !

Data Structures, Feodor F. Dragan, Kent State University 18

Hash Tables -
Choosing the Hash

Function

¯ ^ Almost any func tion will do~

˘ But some functions are definitely better than

others!

¯ Ke y criterion

˘ Minimum number of collisions

¯ Keeps chains short

¯ Maintains O (1) a vera ge

                                                                                             Data Structures, Feodor F. Dragan, Kent State University 19

Hash Tables -
Choosing the Hash

Function

                                                                                                          ¯ Uniform hashing

˘ Ideal hash function: the number of ke ys that map to

each slot should be equal

¯ P(k) = probabilit y that a key, k , occurs

¯ If there are m slots in our hash table,

¯ a unifor m hashing funct ion , h(k) , would ensure:

¯ or, in plain English,

¯ the number o f keys that map to each slot is equal

S

P(k) =

                                                                                                               k | h(k) = 0

S

P(k) =     ....

k | h(k) = 1

S

P(k) =

k | h(k) = m - 1

1

m

                                                                                                                  Read as sum o ver all k such that h(k) = 0

Data Structures, Feodor F. Dragan, Kent State University 20

Hash Tables -
A Uniform Hash Function

¯ If the keys are integers

randomly distributed in [ 0 , r ),

 then

 is a unif orm hash function

¯ Most ha shing functions can be made to map the ke ys

to  [ 0 , r )   for some  r

˘ eg adding the ASCII codes for characters mod 255

will give values in [ 0, 256 ) or [ 0, 255 ]

˘ Replace + by
xor

ç same range wit hout the mod op eration

Read as 0

£
k < r

h(k) =
m k

r

                                                                                             Data Structures, Feodor F. Dragan, Kent State University 21

                                                                                                            Hash Tables -
Reducing the range to

[ 0, m )

                                                                                                               ¯ We ´ ve mapped the keys to a range of integers

0 k < r

                                                                                                               ¯ Now w e must reduce this range to [ 0, m )

                                                                                                                where m is a reasonable size f or the hash table

                                                                                                               ¯ Strategies

1. Division - use a mod function

2. Multiplication

3. Universal hashing

£

Data Structures, Feodor F. Dragan, Kent State University 22

Hash Tables -
Reducing the range to

[ 0, m )

1. Division

¯ Use a mod function

h(k)  =  k  mod m

˘ Choice of
m
?

¯ Powers of 2 are generally not good!

h(k)  =  k  mod 2 n

selects last
n
bits of
k

˘ All combinations are not generally equally likely

˘ Prime numbers close to

2 n
seem to be good choices

 eg want ~4000 entr y table, choose m = 4093

0110010111000011010
k mod 2 8 selects these bits

                                                                                             Data Structures, Feodor F. Dragan, Kent State University 23

                                                                                            Hash Tables -
Reducing the range to [ 0, m )

                                                                                                     2. Multiplication method

                                                                                                                    ¯ Multipl y the ke y by constant, A, 0 < A < 1

                                                                                                                    ¯ Extract the fractional part of the product

                                                                                                                    ¯ Multipl y this by m

                                                                                                                    ˘ Now
m
is not critical and a power of 2 can be chosen

                                                                                                                    ˘ So this procedure is fast on a t ypical digital computer

¯ A = ½ (   5 - 1)
seems to be a good cho ice  ( see Knuth )
ë û
)

( kA
kA

-

ë û
ë û
)

(

*

)

( kA
kA
m
k
h

-

=

Data Structures, Feodor F. Dragan, Kent State University 24

Hash Tables -
Reducing the range to [ 0, m )

3. Universal Hashing

¯ A determined ^ adversary ~ can alwa ys find a set of data

that will defeat any ha sh function

¯ Hash all keys to same slot

Î

O(n)
search

˘ Select the hash function randomly (at run time)

from a set of hash functions

Î Reduced probabilit y of poor performance

˘ Set of functions,

                                                                              +� which map ke ys to [ 0, m )

˘ +� is uni versal , if for each pair of ke ys, x and y ,

         the number of functions, h from +�

         for which h(x) = h(y) i s    | + |/ m

Data Structures, Feodor F. Dragan, Kent State University 25

  Hash Tables -

                                                                                                             Reducing the range to [ 0, m )

     3. Universal Hashing

                       ¯ Can we desi gn a set of universal hash functions?

                       ¯ Quite easily

                       ¯ Ke y,   x   =   x

                                                                                          0

                                                                                             , x

                                                                                                       1

                                                                                                          , x

                                                                                                                    2

                                                                                                                       , ...., x

r

                       ¯ Choose   a = < a

                                                                                                0

                                                                                                   , a

                                                                                                             1

                                                                                                                 , a

2

, ...., a

r

>

                                 a is a sequence of elements

                                 chosen randoml y from { 0, m - 1 }

                       ¯ h

                                      a

                                          (x) =

                                                                          S
                                                                                   a

                                                                                         i

                                                                                            x

                                                                                                 i

                                                                                                       mod m

                       ¯ There are

                                                                         m r + 1
                                                                                                 sequences
a
,

                                 so there are

                                                                                 m r + 1
                                                                                                         functions,
h

a

(x)

                       ¯ Theorem

                                    ¯ The

                                                           h

                                                                a

                                                                      for m a set of univer sal hash funct ions
x

0
x

1
x

2

....     x

r

n -
bit ^bytes~ of
x

Proof:

See Cormen �

Data Structures, Feodor F. Dragan, Kent State University 26

Collision Frequency

¯ Birthdays  or the von Mises paradox

˘ There are 365 da ys in a normal year

Birthdays on the sa me day unlikely?

˘ How many people do I need

before ^ it ´ s an even bet~

( ie the probability is > 50%)

that two have the same birthda y?

˘ View

¯ the days of the year as the slots in a hash table

¯ the ^ birthday funct ion ~ as mapping people to slots

˘ Answering von Mi ses ´ que stion answers t he question

about the probability of collisions in a hash table

Data Structures, Feodor F. Dragan, Kent State University 27

                                                                    Distinct Birthdays

        ¯ Let Q(n) = pr obability that n pe ople ha ve

                   distinct birthda ys

        ¯ Q( 1 ) = 1

        ¯ With two pe ople, the 2 nd has only 364

                   ^ free ~ birthda ys

        ¯ The 3rd has only 363, and so on:

                                                                                              Q( 2 ) = Q( 1) *

364

365

                                              Q(n) = Q( 1) *

                                                                                                        364

                                                                                                        365

363

365

365 - n +1

365

* * � *

Data Structures, Feodor F. Dragan, Kent State University 28

Coincident Birthdays

¯ Probabilit y of having tw o identical birthdays

¯ P(n) = 1 - Q(n)

¯ P( 23 ) = 0.507

¯ With 23 entries,

table is only

23/365 = 6.3%

full!

0.000

0.100

0.200

0.300

0.400

0.500

0.600

0.700

0.800

0.900

1.000

0 20 40 60 80

Data Structures, Feodor F. Dragan, Kent State University 29

                                                Hash Tables -
Load factor

             ¯ Collisions are very probable!

             ¯ Table load factor

                        must be kept low

             ¯ Detailed analyses of the average chain length

                        (or number of comparisons/search) are available

             ¯ Separate chaining

                            ˘ linked lists attached to each slot

             gives best performance

                            ˘ but uses more space!

n

m
n = nu mber of ite ms

m = number of sl ots

Data Structures, Feodor F. Dragan, Kent State University 30

Hash Tables -

General Design

1. Choose the table size

¯ La rge tables reduce the probabilit y of collisions!

¯ Table size, m

¯ n items

¯ Collision probability
a
=   n / m

2. Choose a table organization

¯ Does the collection keep growing?

¯ Linked lists (....... but consider a tree!)

¯ Size relativel y static?

¯ Over flo w area or

¯ Re - hash

....

Data Structures, Feodor F. Dragan, Kent State University 31

                                        Hash Tables -

General Design

        3. Choose a hash function

                          ¯ A simple (and fast) one ma y well be fine ...

                          ¯ Read your text for some ideas!

        4. Check the hash function against your data

                          Fixed data

                                         ¯ Tr y var ious h, m

                                                      unt il the maximum co llisio n chain is acceptable

                                         Î Known per for mance

                          Changing data

                                         ¯ Choose some representative data

                                         ¯ Tr y var ious h, m until co llisio n chain is OK

                                         Î Usually predictable per for mance

Data Structures, Feodor F. Dragan, Kent State University 32

Hash Tables - Review

¯ If you can meet the constraints

+ Hash Tables will generally give good perfor mance

+ O( 1 ) search

¯

Use a hash table instead of a binary search tree if you

do not need order statistics and are worried about

nonrandom inputs.

¯ Hashing Applications:

1. Symbol tables (
compilers use hash tabl es to keep track

of declared variables in source code

)

2. Transposition table (
in game programs

)

3. In online spelling checkers