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Abstract— In this paper we proposea reputation management
framework for large-scalepeer-to-peer (P2P)networks, wherein all
nodes are assumedto behave sel�shly. The proposedframework
has several advantages.It enablesa form of virtual curr ency, such
that the reputation of nodes is a measure of their wealth. The
framework is scalableand provides protection against attacks by
malicious nodes. The above features are achieved by developing
trusted communities of nodes whose members trust each other
and cooperateto deal with the problem of nodes' sel�shnessand
possiblemaliciousness.

I . INTRODUCTION

In this paperwe proposea reputationmanagementframework
for large-scalepeer-to-peer(P2P)networks, whereinall nodes
areassumedto behave sel�shly. By sel�sh we meanthatnodes
aim to maximize their own reputationin relation to othersin
the network. The proposedframework hasseveral advantages.
It enablesa form of virtual currency, such that the reputation
of nodes is a measureof their wealth. The framework is
scalableand provides protectionagainstattacksby malicious
nodes.The above featuresare achieved by developing trusted
communitiesof nodeswhose memberstrust each other and
cooperateto deal with the problem of nodes' sel�shnessand
possiblemaliciousness.

The conceptof currency can be usedfor designingnetwork
operationprotocolsfor variousdistributed systems[11]. Such
systemsrequire giving incentive or payoffs to nodesin order
to make them cooperate.Adopting a similar approach,several
incentive-basedprotocolsexist that reward nodesin the form
of increasedcredit or currency for their cooperationin sharing
resources.In all of thesecurrency or ”money” is used as a
standardtool to achieve the desirednetwork goals.However,
a limitation of such schemesis that they either assumethe
existenceof an infrastructurefor electroniccurrency or some
trustedcentralizedentity that maintainsthe debit/creditvalues
of the nodes.Theseassumptionscan be dif�cult to enforcein
P2Pnetworks.

However, reputationcan be usedas a basisto provide and
procureservices.Theseservicescan rangefrom sharingdata,
such as audio/video �les, to providing complex distributed
processingcapabilities as in SETI@Home. In such on-line
economies,serviceprovidersare suitably compensatedfor the
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resources/servicesthey provide. The serviceprovidersarewill-
ing to serve nodeswith higherreputationto increasetheir own
reputation.The earnedreputationin turn makes it easierfor
themto obtain servicesin future. Thus, the objective of nodes
is to maximizetheir reputationasviewed by everybodyelsein
the system.

In order to be useful as a substitutefor actualcurrency, we
identify the following minimum guaranteesthat a reputation
managementframework needsto provide. It should be easier
for nodeswith higher reputationto accessnetwork services.
When two nodescontendfor a serviceand only one of them
canbeserved,a nodewith higherreputationshouldbeserviced
andfor this to happentheserviceprovidershouldhave incentive
to serve themorereputednode.Our framework providesthis by
ensuringthatthereputationof a nodeincreasesmoreby serving
a higher reputationnode. This is in contrastwith traditional
reputationschemes,whereserviceprovidersmakenodistinction
betweenthe type of nodes(whetherof low or high reputation)
being served. Moreover, like real currency it must be possible
for nodesto protecttheir reputationagainstattacksby malicious
nodes.Furthermore,malicious nodeseither individually or in
collusionshouldnot be ableto falselyincreasetheir reputation.

However, thereare importantdistinctionsbetweenreal cur-
rency and using reputationas a substitute.Real currency can
precisely be measured.But reputation is an estimation and
different nodes may assign different reputation to a node.
Therefore,valuationerroris inherentin systemsusingreputation
as a measureof nodes' wealth. Moreover, unlike real cur-
rency, reputationgetsdepletedthroughexpirationandmalicious
behavior, and so one needsto constantlyprovide service in
orderto maintainhigh reputation.Furthermore,reputationis not
necessarilyspentor reducedwhen acquiringservice(s),which
is not true if real currency is used.

The paperis organizedas follows. SectionII is on related
work. Section III presentsthe systemmodel. In Section IV,
we introducethe notion of trust groups.SectionV explainsthe
proposedreputationmanagementframework in detail,which is
evaluatedthroughsimulationresultsin SectionVI. We conclude
the paperin SectionVII.

I I . COMPARISON WITH RELATED WORK

In pastseveral reputationmanagementsystems([3], [4], [5],
[6], [9], [10], [7]) have been proposedspeci�cally for P2P
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systems.Almost all theproposedschemesassumethatmajority
of thenodestruthfully follow a givenprotocol,soasto identify
the malicious nodesin the system.However, this assumption
does not hold true when we use reputation as a substitute
for currency. This is becauseeveryonenow has incentive to
behave in a mannerso asto maximizetheir own andminimize
others' reputation.Someexamplesof sucha behavior include
the following - limiting the amount of positive information
regarding others,propagatingfalse information about others'
behavior, giving poor recommendationsetc. A framework for
reputationmanagementfor suchsystemsshould thereforeex-
plicitly take into accountnodes' sel�shness,and assumethat
nodes would follow a given protocol only if it maximizes
their own reputation.Besidesenabling use of reputation as
currency, our proposedframework has several other desirable
characteristicsasoutlinedbelow.

Reputationmanagementschemes,such as [6], [8], do not
scalewell to largesystems.This is becausethey assumeglobal
knowledgeand requirenodesto storeinformationaboutevery
othernodein thesystem.Thiscanbeverydif�cult to implement
in large systems.

The reputationratingsgeneratedby our framework identi�es
the degree of trustworthinessof nodes.Proposalssuchas [9]
and [12] considertwo andfour, respectively, differentpossible
trust levels. This coarsegranularitymakesit dif�cult to reason
about trust explicitly as it cannotdifferentiatebetweennodes
with the sametrust level even though they provide different
levels of services.Also, the relative reputationrating systemof
[6] makesit dif�cult to distinguishgoodnodesfrom bad.

The authorsin [7] developsa trust andsecurityarchitecture
for a routingandnodelocationservicethatusesa trustprotocol,
which describeshow honestnodesperform.On theotherhand,
the reputationmanagementframework presentedin the paper
is not just limited to enablecooperative routing, but instead
is generalizedenoughto be usedirrespective of the natureof
servicesbeing tradedin the network.

The NICE system[10] aims to identify rather than enforce
theexistenceof cooperative peers.It claimsto ef�ciently locate
the generousminority of cooperatingpeersand form a clique
of usersall of whomoffer local servicesto thecommunity. The
systemtakesa novel approach,ratherthanusingeconomicsto
model trust, it proposesusing trust to model expectedservice
prices.

I I I . SYSTEM MODEL

We assumea P2Pnetwork wherenodes'wealthis measured
by their reputation.Nodes are sel�sh in the sensethat their
goal is to obtaindesiredservicesandmaximizetheir reputation
relative to others. Both the service providers and receivers
bene�t by obtainingaccuratetrustworthinessassessmentof each
other. Serviceproviderswant to serve highly reputableclients
in orderto maximizetheir own reputationandservicereceivers
want to maximize the quality of service they receive. The
servicecan be as simple as forwarding a routing messageor
as complex as downloading data, sendinga task for remote
executionetc. For concreteness,in the remainderof the paper
we use�le sharingasthe exampleof servicebeingprovided in
the network.

Eachnodehasa speci�c areaof interestandprovide services
related to that interest category. For example, downloading
and caching of certain data types, such as audio/video�les
belongingto a certainmusicgroupor artist. We assumethat a
nodesupportsat mostoneservicecategory. Servicecategories
are denotedby ���������	�
���
���������
����� , wheren is the number
of differentservicesprovided.The network incursa costequal
to ��� for completingservice ��� . This cost is a well-known
valueandis dueto network bandwidthconsumed,buffer space
occupiedetc. For simplicity, ��� is assumedto be constantfor
all servicesand/or location of serviceproviders and receivers
in the network.

We assumethat eachnode hasa uniquepublic-private key
pair, andthereis a mechanismto reliably obtaina node's public
key given its IP address.

There may be malicious or bad nodes,which provide bad
service and/or aim to disrupt the normal operationsof a
network. Example of malicious activities include spreading
viruses,propagatingwrong information regarding others etc.
Non-maliciousor goodnodes,althoughsel�sh, do not provide
badserviceor try to disrupt the operationsof a network. Good
nodesaredifferentiatedbasedon theprobability (calledservice
probability) with which they provide service,if selectedby a
client. All nodeseither belongto a set of good nodes(Good)
or badnodes(Bad). The total numberof nodesaredenotedby
N (= � ���������� !� "$#%��� ).

A node i maintainsthreesets �������%� , "&#'�'� , and (�� , which
are the set of good, bad,and unknown nodes,respectively, as
perceived by it. (�� representsthe set of nodesabout whom
thereis insuf�cient (or no) information,whichallows themto be
classi�edaseithergoodor bad.Initially all thenodesareput in

(�� . With time, asmoreexperienceis gainedaboutthesenodes,
their reputationratingsareupdatedand if appropriatethey are
moved to either �������

� or "$#%�
� . For eachpositive (negative)

information that a node receives, it increases(decreases)the
reputationof the serviceprovider basedon the reputationof
the servicereceiver.

Nodesform trustedcommunitieswhosememberstrust each
other to be good nodesand rely on eachother for protection
from maliciousnodes.Suchcommunitiesarecalledtrust groups
(TGrps).The membersof a TGrp sharethe samereputationas
viewed by the outsidenodes.For example,if the reputationof
a TGrp with S numberof nodesis R, then the reputationof
an individual membernodeis )�*+� . We assumethat eachnode
belongsto at mostoneTGrp. TGrp membersarealso referred
to as peers. TGrp of a nodex is denotedby ,.-/�1032 and the
samenotationis usedto denotethe setof nodesthat comprise
a TGrp. Thus, ,.-/�1032 is a setof nodesconsistingof x and its
peers.If two nodesx and y are membersof the sameTGrp,
thenwe say ,4-/�10325�76%-/�1032 .

Reputationof a nodeis a decayingfunctionof time, i.e.nodes
need to continuously share resourcesand provide services.
A node's reputationis incrementedonly if it serve someone
outsideits TGrp.1 If this is not the casethen maliciousnodes
caneasilycolludeandincreasetheir reputationby only serving

1As we would seein SectionV-B, whena nodeservessomeonein its TGrp,
only the peersincreasethe servingnode's reputation.
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eachother. Thereputationof anodeis updatedaftereachservice
transactionand is representedas follows.

)�������� �	��
���
 � 
�� �

���

)�������� ����
���
������ � )���
���
 ����
���� (1)

Here,
�

is a function that takes as input the reputationof a
serviceprovider ( ) ������� �	��
���
������ ) and receiver ( ) ��
���
 ����
�� ), and
outputs an updatedreputationvalue for the service provider
( )�������� ����
���
 � 
�� ). Theoutputvalueis directlyproportionalto the
reputationof theservicereceiver. Thus,nodeshave incentive to
serve reputablegood nodes.The above expressionholds true
for updatinga TGrp reputationalso, i.e. if nodex servesnode
y, the reputationof xTGrp is increasedin accordancewith the
reputationof yTGrp.

A. ServiceInformationPropagation

If a node provides good service then only the network
neighborsandTGrp membersof the concernednodes(i.e. the
service provider and receiver) becomeaware of the service
transaction.This is becausesel�sh nodes do not propagate
positive information in order to prevent othersfrom increasing
their reputation.On the other hand, negative information is
readilypropagatedto lower thereputationof theaffectednodes.
We assumethat before a client receives service, it provides
informationon its neighborsandTGrp membersto the service
provider. At the end of a successfulservice completion, the
clientsignsasatisfactioncerti�cate (a form of digital certi�cate)
andgives it to the server. The satisfactioncerti�cate is a proof
that the server provided good serviceto the client. The server
on receiving the satisfaction certi�cate sendsit to the nodes
known to it. Thesenodes(except the peers),however, do not
have incentive to further passon this positive information.

On the other hand, if a server provides bad service, then
that information is readily propagated,�rst by a client to the
nodesknown to it and then recursively to other nodesknown
to eachof them.As a result,negative information is known to
a large fraction of the total nodesand its propagationcan be
assumedto follow a �ooding mechanism.Although, it is not
straightforward for a node that received bad serviceto prove
that fact, it can still senda complaintagainstthe server. The
complaintmessagecontainsdigitally signedinformationabout
theserviceprovider from whichbadservicewasreceived.Since,
complaintscanbeeasily(evenfalsely)initiated,it is dif�cult for
the receiving nodesto ascertainthe validity of suchmessages,
andconsequentlyreputationof boththenodes(complainantand
complainer)is reduced.The decreasein eachnode's reputation
is in proportionto the othernode's reputation.This works asa
disincentive for sel�sh goodnodesto falselypropagatenegative
information.Still, sendinga complaintagainsta maliciousnode
would not signi�cantly affect a goodnode,asmaliciousnodes
typically have low (zeroor negative) reputation.

IV. TRUST GROUPS

A. Advantagesof TGrps
 Membersof a TGrp cooperateto minimize the damage

that malicious nodescan causeto their reputation.This
is becausea node's reputationis derived from its TGrp's
reputation,which in turn is dependenton the aggregate

service provided by all the membernodes.Thus, even
if malicious nodestarget a good node by sendingfalse
complaintsagainstit, the reputationof the target nodeis
not severely affected.

 TGrp membersassistin positive informationpropagation,
i.e. whena membernodeprovidesgoodservice,its peers
help to propagatethat informationto asmany othernodes
aspossible.

 TGrps provide scalability to the reputationmanagement
systembecausenodesare judged basedon their TGrps.
Therefore,oneneedsto keepreputationinformationabout
TGrpsonly, which aremuch lessin numberthanthe total
numberof nodesin a network.

 Recommendationsfrom peersare more reliable. This is
becausepeershave different areasof interest (and thus
minimum con�ict of interest),andso have little incentive
to provide misleadingrecommendations.

B. TGrp Management

In this section, we brie�y discusshow nodes are added
anddeletedfrom a TGrp. The most importantrequirementfor
selectingpeersand forming a TGrp is that the constituting
memberstrusteachotherto begoodnodes.This is becausethe
reputationof a nodeis determinedby thereputationof its TGrp,
which in turn dependson the aggregateserviceprovidedby all
the membernodes.Thus,new membersarecarefully screened
beforeadmittingthemto a TGrp.Likewise,new nodescarefully
selectwhich TGrp (if any) they shouldjoin.

A nodeis addedto a TGrp if it is not in set, "$#%�%� , of any
of theexisting membernodes,andits reputationis greaterthan
that of any of the existing TGrp membersas viewed by some
membernode.Another importantcriterion for forming a TGrp
is to ensurethatnodeshaveno (or minimum)con�ict of interest
amongthemselves.Con�ict of interestarisesif a nodesuffers
a potentiallossby increasingthe reputationof oneof its peers.
This can happen,for example, if two peershaving samearea
of interestcontendfor the sameresource.If the resourcecan
be awarded to only one of them, then it is in each node's
best interest to not cooperateand in fact lower each other's
reputation.Therefore,we assumethatTGrp membersbelongto
differentservicecategories.

Now we look at the reverseprocess,i.e. how nodesleave or
areforcedout of a TGrp. It is generallydif�cult for a malicious
nodeto join a TGrp. A stringentscreeningfunction is applied
by the membernodesbeforeadmitting a new node into their
TGrp. Still, it is possiblefor malicious nodesto join TGrps
by providing good serviceearly on till they get admitted.On
joining a TGrp they can then provide bad serviceand/orsend
false negative information about good nodes.Therefore,it is
importantto identify andremove suchnodesfrom a TGrp.This
removal processis also termedaseviction.

A membernode is evicted only if it provides bad service
several times,and its reputationgoesbelow zeroasviewed by
the majority of its TGrp members.This is becausepeerstrust
and give each other bene�t of doubt even if complaintsare
receivedregardingeachother. Severalexternalfactorscancause
nodesto provide badservice,like broken ISP connection,net-
work congestion,unintendedvirus uploadsetc.A membernode
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might also possibly be a victim of false negative information
propagatedagainstit by maliciousnodes.Thus,membernodes
aregiven a lot of leeway beforebeingevicted from a TGrp.

Evicted nodesare put in "$#%� � by all the peer nodes.In
addition, a node's eviction is madeknown to as many other
nodesas possible.Sinceeviction signalsnegative information
abouta node,propagationof this informationfollows the same
rule as that for normalcomplaints.

C. Trust Group Membership Validation

It is important for nodesto be able to correctly prove their
credentialsregarding their TGrps. Moreover, malicious nodes
should not be able to fake their membershipto somehighly
reputableTGrp. Furthermore,as nodesjoin and leave a TGrp,
it should be possibleto seamlesslyupdateTGrp membership
information.

TGrp memberscreatean af�liation certi�cate that include
the IP addressesof all the nodesthat comprisethe TGrp and
successively encryptedby eachnode'sprivatekey. For example,
saynodes1, 2, and3 form a TGrp.TheIP addressesandprivate
keys of nodes are representedby ��� � and �/� , respectively
( ����� ��	 ��
 �
� � ). The following is the af�liation certi�cate for
this TGrp: ���

�

�
�

�

�
�

�

���
�

�
���
�

�
����������� . One can obtain the
public keys of 1, 2, and3 andverify that they all belongto the
sameTGrp.Theaf�liation certi�cate alsocontainsa time stamp
suchthat old certi�cates cannotbe usedby (evicted) nodesto
falselyclaim membershipto a TGrp.

A node in order to prove its membershipto a TGrp can
include the af�liation certi�cate (containingits IP addressas
well as that of the TGrp members)when communicatingwith
othernodes.Othernodeson receiving the af�liation certi�cate
canupdate(if they do not alreadyhave) their informationabout
the TGrp. When a TGrp member is evicted, the remaining
membernodescreatea new af�liation certi�cate and include
it in their messagefor propagatingthe informationthat a node
hasbeenevicted.This enablesTGrp membershipinformationto
beupdatedby a largefractionof thenodesthat receive thenew
af�liation certi�cate. Likewise,whena new nodejoins a TGrp,
theupdatedaf�liation certi�cate includesinformationaboutthe
new node.

It is assumedthat joins and leaves from a TGrp occur one
nodeat a time, andthat the reputation(andalsothe reputation
countervalue) of the old TGrp is inheritedby the new TGrp.
More elaboratemechanismsare neededto handle scenarios
involving concurrentjoins and leaves. For example, the case
whena TGrp disintegratesinto multiple TGrpseachconsisting
of a large subsetof the original set of membernodesand/or
when multiple TGrps fuse into a single TGrp. The study of
suchmechanismsarepart of our future work.

V. REPUTATION MANAGEMENT FRAMEWORK

Owing to the dif�culties causedby nodes' sel�shness,we
de�ne the following goals for our reputation management
framework. With high probability, nodeswith higherreputation
shouldgetbetterservices,i.e.nodeswhichprovidegoodservice
shouldget good servicein return. Moreover, maliciousnodes
should not be able to fake high reputation and lower the

reputationof good nodesin any signi�cant manner, i.e. good
nodesshouldbe regardedasgoodandbadnodesasbadby all
goodnodesin a system.Thechancesof a nodebeingidenti�ed
correctly is directly proportionalto how good or bad it is, i.e.
its serviceprobability. Thesegoalsaresummarizedbelow.

 

��������� "&#%� ������� ������� , i.e. good nodesshouldnot be
viewed asbadby othergoodnodes.

 

"&#'��� ������� � �����7������� , i.e. bad nodesshouldnot be
viewed asgoodby goodnodes.

 

��������� ������� � �
"$#%��� "&#'� � �����5������� , i.e. goodnodes
shouldbeviewedasgoodandbadnodesshouldbeviewed
asbadonly by goodnodes.

It mustbenotedthat thesegoalscannotbeperfectlyachieved
in a largeanddynamicP2Psystemwith impreciseinformation.
Therefore, the proposedframework strives to achieve these
goalswith high probability only. In our discussion,all services
are consideredat par with eachother. Thus, the reputationof
a serviceprovider dependon the clients it serve and not on
the category of serviceit provides.Similarly, all bad services
are indistinguishablefrom eachother, i.e. the reputationof a
serviceprovider is reducedbasedon the reputationof a client
that sendsa complaintagainstit.

A. ReputationRepresentationand Calculation

A nodecomputesthereputationof every otherTGrp that it is
awareof. Sincethereputationof a nodeis simply thereputation
of its TGrp divided by the number of nodes in that TGrp,
we only describehow the reputationof a TGrp is estimated.
Nodes that are not part of any TGrp are also consideredas
TGrps comprising of a single membernode. In addition to
maintainingthereputationof otherTGrps,anodealsomaintains
the reputationof its peers.This is importantso asto determine
whento addanew memberor to removean(possiblymalicious)
existing one from the TGrp.

Sincetheinformationavailableatnodesvary, nodesmayhave
differentviews or reputationof thesameTGrp.Theconsistency
in views is proportional to the service probabilities of the
membernodesof the target TGrp. A very active TGrp whose
membernodesprovide serviceoften, is consideredgood by a
large fraction of the nodes.Whereas,a TGrp whosemember
nodesprovide serviceinfrequently, is viewed as good by only
a few and unknown by a large fraction of the nodes.Thus,
reputationof a TGrp and serviceprobabilitiesof its members
aredirectly relatedto eachother.

Thereputationof a TGrp is alwaysa valuebetween-1 and1.
Higher valuecorrespondsto higher reputation,and vice versa.
More precisely, goodnodeshave positive reputationratingsand
badnodeshave negative ratings,andvaluezero is assignedto
nodesin set ( . The reputationvalueis updatedafter every time
period � , which is a well-de�ned systemparameter. � can be
either timer-driven or event-driven, for example,basedon the
numberof requestsobserved by a node.A TGrp's reputation
is dependenton two factors - number of times its members
providedservice(andto whom)outof thetotal serviceinstances
in the currenttime period,and its reputationat the end of the
last time period.For illustration,we consideran observer node
o andseehow it updatesits reputationof otherTGrps(andalso
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its peers).Beforethatwe de�ne somede�nitions thatareuseful
in our subsequentdiscussion.

De�nition 1: Networkneighbors of o denotedby � � , arethe
set of neighboringnodesas governedby the overlay routing
substrate.The neighboringnodesare utilized for carrying out
resourcelookups.

De�nition 2: Networkview of o, representedby ��� , is theset
of all nodesthato is awareof. This setwill include,o's own ID,
its network neighbors,its TGrpmembers,andothernodesthatit
becomesawareof on receiving messagescontainingsatisfaction
certi�cates and complaints.For simplicity, we assumethat the
sizeof this setcanonly grow aso learnsaboutnew nodes.In a
dynamicsystem,it is possiblefor both network neighborsand
TGrp membersto change.However, aslong asthesenodesare
still part of the network, it is useful to include them in one's
network view so as to be able to sendsatisfaction certi�cates
to themin future.

For eachTGrp, o maintainsa reputationcounter � � ����� ��� ,
���3� � -/�1032����

� . �
� �	�
� ��� is initialized to zero at the start

of every time interval. The counter is increased(decreased)
whenever a memberof � - �10
2 provides good (bad) service.
Sinceonegetshigherreward for servingmorereputablenodes,
theincrease(decrease)in thecountervalueis proportionalto the
reputationof the nodebeing served (cheated).More precisely,
if i serves j, where �3��� �
� � and � -/�1032�� ��� -/�1032 , o updates
iTGrp's reputationcounteras follows.

� � �	�
� ��� � 	  � � �	�
� ���  � �����
� ���'* � �+- �10
2 � (2)

At thesametime jTGrp's counteris decreasedby �
� , which

is thecostthat thenetwork incursdueto theservicetransaction
and is chargedto jTGrp. Therefore,we have,

�
�����
� ���

�!�
�����
� �����

�
� (3)

If i cheatsj, the countersfor both iTGrp and jTGrp are
decrementedas follows.

� � ����� �����!� � ���
� ���
�

� �����
� ��� *4� � -/�1032 �

�
�����
� ���

�!�
�����
� �����

�
� ����� ���

* � � -/�1032 � (4)

For example, say there are three nodesa, b and c in � � ,
that belongto TGrps aTGrp, bTGrp, and cTGrp, respectively.
Let the cardinality of all the threeTGrps be one.The counter
values�

�����
� ���
�3�

������� ��� , and �
�����
� ��� areinitially setto zero.

o �rst receivesa satisfaction certi�cate statingthat a provided
serviceto b. As a result, �

������� ��� is updatedto containvalue
1. Subsequently, if c providesserviceto a thenusingEquation
2, � �����
� ��� is updatedto value 2 (=1+1). Now, if b is a bad
nodeandsendsa complaintagainstc, �������
� ��� is reducedto -2,
but � �����
� ��� remainsunchanged.After thesethreemessages,a
and c are put in ������� � , and b in "$#%� � , respectively. In other
words,o views a andc asgood,andb asa badnode.

As can be seen,if o receives a complaint messagethat i
cheatedj, it decrementsthe reputationcountersfor both iTGrp
and jTGrp. This is becausecomplaintscan be falsely initiated
and it is dif�cult for o to ascertaintheir validity. However,
it is known for sure that one of i or j acted maliciously
and thereforethe countersfor both the TGrps are reducedin
proportionto theothers'currentvalue.This simplerule ensures

that malicious nodessuffer more (incur a larger reduction in
countervalues)thannon-maliciousnodes.This is becausenon-
maliciousor goodnodesprovide serviceto othersandtypically
have highercountervalues.This alsopreventgoodnodesfrom
falsely propagatingnegative information againstother (good)
nodes.Herewe assumethat of the two nodesindicatedin any
complaint,onebelongsto ������� andthe other to "&#'� .

At the end of the current time interval, o calculatesthe
reputationof all the TGrpsin ��� usingthe following equation.

)

��� ���

� ����� ���

�

� � ����� ���

�

���
� �������! � �����
� ���

� ��� -/�1032"�#� � (5)

Thedenominatorin Equation5 representsthesumof counter
values of all the TGrps that o is aware of. The reputation
( )

��� ���

� �	�
� ���

) of TGrp, iTGrp, obtainedabove for the currenttime
interval is combinedwith the TGrp's reputationat the end of
thepreviousinterval (representedby )

����
��

� ����� ���

) to obtainits new
reputationvalue( ) � ����� ��� ) asshown below.

)
� ����� ���

�%$'& )

��� ���

� ���
� ���

 

�

	
�

$ �(& )

����
��

� ���
� ���

(6)

Here, $ is the importancegiven to the currentperformance
of a TGrp asopposedto its pastperformancefor estimatingits
reputation.In general,when it is not important(or is implied)
to specify the observer node(hereo), the reputationof iTGrp
is simply written as )1�	�
� ��� . The reputationof any node, i,
representedby ) � � , is givenas )1�	�
� ���'* � ) ����� ���4� . Again, when
it is not important(or is implied) to specify the observer node,
the reputationof i is simply written as )

� .
At theendof everytime interval, nodeswith reputationvalues

below zero are put in "$#%�
� . In other words, if a TGrp hasa

reputationvalue of less than zero, then all the membernodes
areconsideredasmaliciousandput in "$#%� � .

In the above, we have shown how the reputationof different
TGrps (including one's own) is calculatedby o. In addition,o
calculatesthe reputationof eachof its peersby maintaininga
counter� � � for eachof them,���3� � � �	-/�1032 . Thesecountersare
handledsimilarly to thosefor the TGrps; their exact updation
mechanismis given in the next section.Peerreputationvalues
are given by the following equations,which are analogousto
the onesusedabove for TGrps' reputationcalculation.

)

��� ���

� �

�

� � �

�

���
� �������! 
�

�����
� ���

(7)

)
� �

�)$*& )

��� ���

� �

 

�

	
�

$ �+& )

����
��

� �

(8)

B. ReputationCounterUpdationAlgorithm

Thealgorithmpresentedhereis usedby goodnodesto update
thereputationcountersfor differentTGrpsaswell astheirpeers;
the reputationvaluesbasedon thesecountersare calculatedat
theendof every time periodof length � asexplainedin Section
V-A. As before ������� � , "$#%� � , and (�� representthesetof good,
bad,andunknown nodes,respectively, asviewedby anobserver
nodeo.

The underlying principle of the algorithm is that a TGrp's
reputationis dependenton the reputationof the TGrp(s) it has
served (or cheated).Also, reputationratings are increasedby
non-TGrp membersonly if the serviceprovider and receiver
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belong to different TGrps. We divide the algorithm into two
categories- for dealingwith positive andnegative information,
respectively.2

Category1: Nodeo receivesa message( ��� � ) thata provided
service to b. Note that this messageis originated by a and
containsthe satisfactioncerti�cate given to it by b. We usethe
following notationto describethis event, ��� #���� . Basedon
this information,nodeo takesan appropriateactionasoutlined
in Figure1.

1) if �	��

�������������	�����������

 

�������!�

 

���������"�

2) then
3) return;
4) if �	���������

 

���������

 

�!�������#�

5) then
6) $%�!&('*)%+,$%�-&.+/$

�!0

7) $

��0

'1$

�!032

$54

8) return;
9) if �	���������

 

�����������

 

�!�������#�

10) then
11) $%�-&('*)%+6$%�-&7+/$

�!098;:�<>=@?BA

�������!�

A

12) $

�!0C8":�<>=

'1$

�!098;:�<>=(2

$54

13) send D

&E0

to FHG>I"F3

J
�

14) return;
15) if �	�K�����!�

 

�������!�L�

 

�M�����!�#�

16) then
17) $%�-&E8":#<>=�'N)O+6$%�-&E8;:�<>=.+/$

�!0

18) $

�!0

'1$

�!0P2

$54

19) return;
20) if �	�K�����!�L�

 

�������!�L�

 

�M�����!�#�

21) then
22) $%�-&E8":#<>=�'N)O+6$%�-&E8;:�<>=.+/$

�!098;:�<>=
?BA

�������!�

A

23) $

�!0C8":�<>=

'1$

�!098;:�<>=(2

$54

24) return;

Fig. 1. Reputationcounterupdationuponreceiving a satisfaction certi�cate

Category2: Nodeo receivesa message( �
� � ) that a cheated

b. Note that this messageis originatedand signedby b. We
use the following notation to describethis event, �Q� #SRT� .
Basedon this information,nodeo takes an appropriateaction
asoutlined in Figure2.

Figure1 is self-explanatory, sowe focuson Figure2. U �#V �"W

(where XZY[WSY\V]Y\U[Y 	 ) limit the reductionin reputation
countervaluesfor one's TGrp members.Peersaregivenbene�t
of doubt even if bad service is received from them. This
is becausenodestrust their TGrp membersto be good and
attributetheir maliciousbehavior to someexternalfactoraswas
describedin SectionIV-B. For example, in Steps3 and 4, o
minimizesthe reductionin reputationcounterof its peernode
by a factor, U (which is lessthan1). Likewise,if a membernode
receivesa complaint involving two of its peers,the reputation
countersfor both are reduced,but scaleddown by a factor, V ,
as shown in Step 2. The value of V is typically less than U

becauseit is not known for certain which of the two nodes
is really a maliciousnode.Thus, a low value of V minimizes
wrongfully penalizinga good peernode.Moreover, there is a
possibility that noneof the two nodesare maliciousand poor

2In the reputationcounterupdationmechanismpresentedin Figures1 and
case2,if a countervalue on the right-handside of an assignmentstatementis
negative, it is set to zero.

1) if �	��
^�_�M� � �

2) then
3) return;
4) if �	���(���!�

 

���������

 

�!�(���!�#�#`��	�a�

 

�b�#`��	�a�

 

�B�

5) then
6) $ �-& 'c$ �-& 2

$

�!0edPf

7) $

�!0

'1$

�!0P2

$ �-& dOf

8) return;
8) if �	���(���!�

 

���������

 

�!�(���!�#�#`��	�

 

�b�

9) then
10) $ �-& 'c$ �!& 2

$

�!0gdOh

11) return;
12)if �	�K�����!�

 

���(���!�

 

�������!�#�#`��	�

 

�B�

13)then
14) $

�!0

'c$

�!032

$%�-&

d%h

15) return;
16)if �	�K�����!�

 

���(���!�L�

 

�������!�#�

17)then
18) $ �-& 'c$ �!& 2

�C$

�!0C8":�<>=@?BA

�!�(���!�

A

�

dPi

19) $

�!0C8":�<>=

'1$

�!098;:�<>=(2

$ �-&

20) return;
21)if �	�K�����!�

 

�������!�Z�

 

�������!�#�

22)then
23) $

�!0

'c$

�!032

�C$
�-&E8":#<j=

?�A

�������!�

A

�

dOi

24) $
�-&E8":#<>=

'c$
�-&E8":#<j=

2

$

�!0

25) return;
26)if �	�K�����!�L�

 

���(���!�L�

 

�������!�#�

27)then
28) $

�!0C8":�<>=

'1$

�!098;:�<>=(2

$
�-&E8":#<>=

?�A

�M�����!�

A

29) $
�-&E8":#<>=

'c$
�-&E8":#<j=

2

$

�!0C8":#<j=@?�A

�!�������

A

30) send D
&E0

to F-GjI;FP
^Jk�

31) return;
32)if �	�K�����!�L�

 

���(���!�

 

�������!�#�

33)then
34) return; /* do nothing - both a andb belongto the
sameTGrp.Not muchcanbederivedfrom this information
*/

Fig. 2. Reputationcounterupdationupon receiving a complaint

serviceoccurredbecauseof someexternal factor. The value W

in Steps5 and6 representsthe fact that nodestrust their peers
more than they trust someoneoutsidetheir TGrp. Thus,a low
valueof W makesit dif�cult for badnodesto causea nodeto be
evicted from a TGrp by propagatingfalsenegative information
againstit.

VI . FRAMEWORK EVALUATION

We have evaluated our proposedreputation management
framework usingextensivesimulationsandfoundthatit satis�es
therequirementsfor usingreputationasa form of currency, and
is robustagainstpossibleattacksby maliciousnodes.Simulation
results show that reputation and extent of awarenessabout
TGrps is directly proportional to the service probabilities of
their respective membernodes.Moreover, with time all bad
nodesare detectedand isolated, thus limiting the amountof
badservicethey canprovide to goodnodes.

A. SimulationSetup

The network containsa speci�ed numberof good and bad
nodes.Good nodesare differentiatedbasedon their service
probabilities,andnever provide badservicewhenselectedfor a
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Network size 300
� 0.3

�

0.3
� 0.1

�

0.1
�

4

0
Simulationrounds 100

TABLE I

DEFAULT VALUES OF THE PARAMETERS USED IN SIMULATIONS.

transaction.Thegoalof badnodesis to maximizethe instances
of badservicein the network, i.e. their intent is to get selected
for a transactionand thenprovide badservice.Moreover, they
may fake high reputationto increasetheir priority andprevent
legitimaterequestsfrom beingserviced.Furthermore,badnodes
may propagatefalsenegative informationagainsta target node
to reduceits reputationandcauseit to beevictedfrom its TGrp.
Evictednodesareconsideredasbad andare given a very low
reputationvalue(say-1) by thepeersandothersthatlearnabout
the nodebeingevicted. We refer to suchattacksas the denial-
of-reputation(DoR) attacksand the only way a good node's
reputationcan appreciablybe decreasedis by causingit to be
evicted from its TGrp.

In our simulations,we do not penalizenodesfor accessing
services,i.e. ��� in Equation 3 is set to zero and a node's
reputationis unaffectedif it accessesservice.This is basedon
the assumptionthat servinga requestis much more expensive
than receiving a requestand an overloadednode can simply
ignorea requestif it is unableto serve it.

Nodes have �x ed number of network neighborsequal to
O(log N), whereN is the network size.3 All goodnodesbelong
to one of the speci�ed service categories, i.e. they originate
and serve requestsonly related to that servicecategory. The
total numberof servicecategoriesis dependenton the network
size and in all simulations it is set to N/15. We also ran
simulationswith thenumberof servicecategoriesequalto N/10
and obtained similar results as presentedhere. Good nodes
con�gure themselves into variousTGrps and no two member
nodesin a TGrp belongto thesameservicecategory. Badnodes
canalsojoin TGrpsin orderto subsequentlyprovidebadservice
and/ortarget goodnodes.

To keep our framework general and independentof any
speci�c routingprotocol,we assumethatall nodesbelongingto
a requestedservicecategory areequallylikely to beselectedby
a client. The probability of selectionis governedby the service
probabilities(i.e. reputation)of the candidatenodes.Moreover,
badnodescan interceptrequestsand claim to provide service,
even if they are not capableof doing so. The probability of
interceptionis directly proportionalto thenumberof badnodes.

Unlessotherwisestated,Table I gives the value of various
parametersusedin our simulations.We divide the total sim-
ulation time into multiple simulation rounds.In every round,
eachnodeinitiatesa singlerequestthat canbe satis�ed by any
of the potentialserviceproviders.The limit of onerequestper
nodeper simulationroundsimpli�es the handlingof scenarios

3This is typically theneighborhoodsizein severalproposedP2Parchitecture,
suchasChord [1] andCAN [2].

wherebadnodesrepeatedlysendout messagesto enhanceeach
others' reputation.Intuitively, if one receives multiple service
transactioninformation initiated by the samenode in a short
spanof time, then this information is discarded.

The time interval for reputation updation, as de�ned in
SectionV-A, is equalto onesimulationround.Thiswasadopted
soasto simplify the simulationcodeandany othertimer value
couldalsobe usedwithout alteringthe qualitative natureof the
results.

In oursimulations,sincewewantto evaluatetheeffectiveness
of TGrpsandnot worry abouthow they areformed,we assume
theTGrpsasgivenwith all thegoodnodesbelongingto oneof
them.Initially, thebadnodesarenot partof any TGrp,however,
they canjoin oneif they provide suf�ciently goodserviceover
a period of time. This scenariois valid in real-world also, as
maliciousnodesusuallydonot join anetwork in theearlystages
of its formation.Usually it is mucheasierfor maliciousnodes
to operatewhenthe network hasreacheda certaincritical size.

Now we demonstratetheeffectivenessof theproposedframe-
work in identifying and isolating malicious nodes, and in
minimizing the instancesof badservicein the network.

B. Attack Models

To take into accountdifferent possiblestrategies of the bad
nodes,we examineseveral attackmodelsin this section.These
attackmodelsre�ect themain requirementsoutlinedin Section
I for using reputationas a substitutefor currency, and also
indicate the robustnessof the proposedframework in dealing
with nodes'sel�shnessandmaliciousness.

Fig. 3. Evenwhentherearelargenumberof maliciousnodesin thesystem,the
percentageof badservicein the network continuouslydecreaseasthe number
of requestsincrease.Badnodesareidenti�ed andnot selectedfor futureservice
transactions.Thesimulationresultsarefor a network with 300goodnodes,with
increasinglyhigher numberof bad nodes.For example,(300, 50) denotesthe
network con�guration with 300 goodnodesand50 badnodes.

1) Attack Model A.: Malicious nodesalways provide bad
servicewhen selectedfor a transaction.The probability of a
bad node selectionis directly proportional to the numberof
badnodesin the system:In this case,the reputationratingsof
bad nodesremainvery low and thus they are not able to join
any TGrp. Sincenegative informationis readily propagated,all
bad nodesare rapidly identi�ed and put in "$#%� � set by all
the good nodes.Since the nodesin "&#%�

� are not selectedfor
servicetransaction,the affect of bad nodeson good nodesis
minimizedandthenetwork sooncontinuesto operateasif there
areno maliciousnodes.
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As shown in Figure 3, the numberof bad serviceinstances
saturateto somemaximum value after only a few simulation
rounds.As expected,the time to reachthis maximumvalue is
proportionalto the fraction of badnodesin the system.
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Fig. 4. With increasing
�

, theamountof goodserviceprovidedby a malicious
nodeto join a TGrp exceedsthe amountof bad serviceit can provide before
it is evicted from a TGrp. Networksizerefersto the total numberof nodesin
the system.

2) Attack Model B.: Malicious nodes �rst provide good
service(with serviceprobability equalto unity) andtry to join
someTGrp(s).Upon joining a TGrp, they always provide bad
service:The intent of badnodeshereis to utilize the fact that
the reputationof a node is dependenton the reputationof its
TGrp. By joining reputableTGrps,maliciousnodesattemptto
maximizethe instancesof bad servicein the network. This is
becausebadnodesarenot put in "&#%�%� , aslong asgoodservice
by their peersoffset their bad service.As a result, bad nodes
despitetheir poor servicerecord continueto get selectedfor
servicetransactions.

As describedin SectionIV-B, the reputationof a member
nodethat provide badserviceis graduallyreducedandis even-
tually evicted when its reputationgoesbelow zero as viewed
by the majority of its peers.Moreover, re-entryof an evicted
nodeinto the sameor any other TGrp requireshigher level of
servicethanwhat was requiredof it previously. Therefore,we
only considerthe damagethat a badnodecancauseby joining
a TGrp for the �rst time.

We ran simulationsto seethe total numberof bad service
instancesthat a malicious node can provide upon enteringa
TGrp andbeforeit is evicted.As shown in Figure4, theamount
of bad servicethat a maliciousnodecan provide, before it is
evicted,is greatlyin�uencedby thevalueof $ . For smallvalues
of $ , thenumberof badserviceinstancesfar exceedthenumber
of good serviceinstances.But as $ is increased,the reverseis
true and this attackmodel becomeslessand lessattractive for
the bad nodes.4 Theseresultsare as expected,since higher $

meansthat greaterimportanceis given to currentascompared
to pastperformance.Therefore,maliciousnodescannotrely on
past reputationto continueproviding bad serviceand still be
part of a TGrp.

We believe that it is dif�cult to completelyavoid thedamage
causedby this attackmodel.This is dueto thepremiseonwhich
the notion of TGrps is based.TGrp memberstrust eachother
to be good and give eachother bene�t of doubt even if they
provide bad service.However, in all our simulationruns, bad
nodesareeventually identi�ed andevicted.

4Bad nodesneedto provide goodserviceto be able to join a TGrp.

3) Attack Model C.: Malicious nodeslaunchDoR attacksto
reducethetargetnodes'reputationandcausethemto beevicted
from their TGrps: Although theseattackscan be successful,it
requiresseveral badnodesto provide suf�cient goodserviceto
causea target goodnodeto be evicted. This partly defeatsthe
goalof maliciousnodesto maximizetheinstancesof badservice
in the network. We ran simulationswith network sizeequalto
150,300,and450andin eachcon�gurationsuccessively varied
the numberof badnodes.All the badnodestarget a randomly
chosengoodnodeandspreadfalsenegative informationagainst
it in eachround. Also, in order to earn high reputation,bad
nodesprovide good servicewhenever they are selectedfor a
servicetransaction.

150

300

450

round #

round #

round #

good-service

good-service

good-service

5 10 15 20 25 30 35 40 45 50|Bad|

- - -

- - -

- - -

- - -

-

-

- - - -

- - - -

240 276 313 330 374 470 490

263 298 314 322 377 384

298 323 361 375 403 459

34 27 25 23 22 22 22

32 31 29 27 25 24

38 37 29 28 28 27

round # : Simulation round number in which the target node is evicted

good-service : instances of good service provided by bad nodes (till the target node is evicted)

in order to earn high reputation

Network size

Fig. 5. With the increasein the numberof bad nodes,the target node is
evicted in an earlier round. At the sametime, however, the total instancesof
goodserviceprovidedby badnodesalsoincrease.Entriesleft blankindicatethat
badnodeswereunableto evict the target node,i.e. DoR attackfailed.Network
sizerefersto the total numberof nodes( � �����������	� 
��
��� ) in the system.

As shown in Figure5, in all the simulationruns,at least20-
30 badnodeswererequiredto causea targetnodeto beevicted.
This is expectedbecausepeersof thetargetnodescaledown the
reputationcountervaluesof thecomplainingnodesby a factor,

W (=0.1). Thus, large numberof complaintsare neededbefore
the reputationof the target nodegoesbelow zeroasviewed by
its peers.With higher numberof bad nodesthe target nodeis
quickly evicted, i.e. in an earlier round,but the total instances
of goodserviceprovided by the badnodesis also increased.

4) Attack Model D.: Bad nodessplit themselves into two
groups - "&#'� 	 and "$#%� 
 . Nodes in "$#%� 	 always provide
good serviceand nodesin "$#%� 
 always provide bad service.

"$#%� 	 nodesassist"$#%��
 nodesto increasetheir reputation:This
attackmodel attemptsto maximizethe numberof bad service
instancesby increasingthe probability that "$#%��
 nodesare
selectedfor servicetransactions."&#%� 	 nodesinitially provide
good service in order to be acceptedinto someTGrp. After
joining aTGrp,they donotservegoodnodesandonly propagate
positive information about "$#%��
 nodes.Since "&#'� 	 nodes
never provide badserviceandbecause�

� is set to zero in our
simulations,"$#%� 	 nodesnever get evicted from their TGrp(s).

"$#%� 
 nodeson the other handusethe increasedreputationto
get selectedfor servicetransactionsandprovide badservice.

To evaluatetheeffectivenessof thisattackmodel,wecompare
it with attackmodelA to seeif "&#'� 	 and "$#%� 
 nodestogether
areable to increasethe instancesof badservicesbeyond what
is possiblein attackmodel A. For this we de�ne a metric, net
maliciousness, which is the differencebetweenthe numberof
badserviceinstancesprovidedby "$#%� 
 nodesandgoodservice
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Fig. 6. Comparisonof attack modelsA and D when the numberof good
nodesare 300 (i.e. � ��� �����

������� ) and the numberof 
�� ��� nodesare 100
( � 
��
��� �

�	�
��� ). The numberof 
 � �

� nodesvary from 0 to 100 in attack
modelD, whereasthey remainequalto 0 in attackmodelA.

instancesprovided by "$#%� 	 nodes.
It is clear from the resultsin Figure 6 that the value of net

maliciousnessin attackmodelD is lessthanthatin attackmodel
A, even when there are signi�cantly large number of "&#'� 	

nodes.For experimentation,in attackmodel A, we always set
the numberof "$#%� 	 nodesto zero, while in attackmodel D,
we successively increasethenumberof "$#%� 	 nodesto seehow
it increasesthe probability of "$#%��
 nodesgettingselectedfor
servicetransactions.Whenthenumberof "&#%� 	 nodesincrease
relativeto thenumberof goodnodes,"&#%� 	 nodesdonothaveto
provide asmuchgoodserviceto get acceptedinto someTGrp.
Thisexplainshighernetmaliciousnessachievedby attackmodel
D as comparedto attackmodel A when � "&#'� 	'���	
BX . Similar
resultswere obtainedfor other network sizesas well, and it
appearsthat this attackstrategy is not any strongerthantheone
adoptedin attackmodelA.

30 50 70 90 110 130 15010

43 46 45 47 47 51 53 53

|Bad|

round #

Fig. 7. Illustration of the number of rounds in which the bad nodesare
identi�ed as bad by the good nodes.The numberof good nodesare 300 and
the numberof badnodesvary from 10 to 150. In every simulationroundeach
bad node sendsa satisfaction certi�cate with anotherrandomly selectedbad
nodeasthe serviceprovider. The serviceprobabilitiesof the badnodesareset
to unity soasto simulatetheir increasedreputation,andhencehigherprobability
of gettingselectedby goodnodesfor servicetransactions.

5) Attack Model E.: Malicious nodessend out false sat-
isfaction certi�cates, indicating other malicious nodesas the
serviceprovider, in order to increaseeachother's reputation.
In addition, they provide bad servicewhen selectedby good
nodesfor service transactions.:Malicious nodescan use the
increasedfake reputationto increasetheir priority andprevent
other legitimate requestsfrom being serviced.However, this
attack strategy is naturally counteredin our framework. An
increasein the reputationof malicious nodesattract service
requestsfrom the good nodes. But since malicious nodes
provide badserviceto goodnodestheir reputationgoesdown.
This decreasein reputationcanbesubstantialdependingon the
value of parameterW . In fact the simulationresultscon�rmed
this hypothesis,as it was found that all the malicious nodes

were quickly identi�ed as bad by the good nodes(seeFigure
7). Interestingly, numberof malicious nodeshad little impact
on the effectivenessof this attackmodel.This is primarily due
to the limit imposedon the numberof requeststhat a nodecan
originatein any given round.

VI I . CONCLUSION AND FUTURE WORK

The most important contribution of the paper is to utilize
the conceptof TGrps for reputationmanagementand use of
reputationascurrency in large-scaleP2Pnetworks.We �nd that
even simple reputationupdationrules, basedon the notion of
TGrps,areeffective when thereare large numberof malicious
nodesworking in collusionto bring down the system.

Our model is easily extensible and �e xible enoughto be
tuned as per the requirementsof a speci�c system.The pro-
posedframework is scalableto large P2Psystemsandenables
reputationcomputationin the faceof nodes'sel�shness,which
cancausewrong or no serviceinformation to be propagated.

In futurewe would extendtheproposedframework to handle
scenarioswhen nodescan simultaneouslybe part of multiple
TGrps.
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