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Abstract

Good traffic modeling is a basic requirement for accurate capacity planning. The recent discovery of heavy-tails, and long-range

dependence (LRD) in traffic has heralded a new, and more elegant way to model data traffic, particularly characteristics such as extreme

burstiness across many time scales. However, most of the measurements used to populate such models have been fine grained packet traces.

In reality we are far from being able to obtain such traces from more than a small subset of the Internet, and this is likely to remain true at least

in the immediate future. The only source of ubiquitous data is Simple Network Management Protocol (SNMP), but SNMP has many

limitations which make it difficult to work with for traffic modeling. These limitations make it impossible to use standard LRD models.

However, we show here that for broadband access, SNMP is capable of capturing the most important features of the data traffic. We base this

analysis on a large volume (more than 2 months) of SNMP data obtained from a large operating broadband access network. The model is

approximate, but is nonetheless quite useful for capacity planning. The results validate our intuition about LRD in data traffic, while allowing

the key parameters of the model to be computed solely from SNMP traffic utilization data.

q 2002 Published by Elsevier Science B.V.
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1. Introduction

Over recent years the discovery of self-similarity in data

traffic [1–3] has stimulated a great deal of research into

performance models for self-similar, and heavy-tailed traffic

(for instance see Refs. [4,5]). However, the great majority of

this work relies on sophisticated, and detailed models,

derived from packet traces. Unfortunately, in practice,

packet trace data are rarely available because collecting

such traces requires dedicated equipment that would be very

expensive to deploy universally. Furthermore, the cost of

collecting, and storing such large volumes of data is itself

prohibitive.1

However, good traffic models are required for ongoing

tasks such as capacity planning, in particular in access

networks where it is prohibitively expensive to ‘just add

more bandwidth’ in order to fix performance problems.

Furthermore, network operators also need to be able to

determine whether a link is overloaded or not. In fact, even

this simple task, which we shall refer to here as capacity

management, is not as easy as it might at first appear. The

fractal nature of data traffic makes such estimation

inherently more difficult.

The only type of traffic data that is nearly universally

available for tasks such as capacity planning is SNMP

(Simple Network Management Protocol) data. Flow level,

or even packet trace data are often available in a limited way

(at a few sample points, or for limited time periods), and can

therefore supplement SNMP data, but cannot replace it.

SNMP data are generally limited to coarse sampling

periods, and suffers from data loss and noise as a result of

the protocol design. Hence, any traffic model must be able to

deal with such data quality problems.

The noisy/unreliable nature of this data mean that any

approach we adopt will be a crude approximation, and

capacity planning based on this data will likewise involve

approximation. However, the current rapid growth and

uncertainty in the Internet mean that this is all that is

currently needed. In the future we can aim to improve the

SNMP mechanisms used to collect traffic data so that when

it becomes important to squeeze that extra 5–10% out of our

networks we have the data to support it, but for the moment
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we shall be satisfied with a model that gives us approximate

answers, using the available data.

This paper analyzes a large volume (more than 2 months)

of SNMP data obtained from a large operating broadband

access network. The data we have are derived from cable

access, but there is no reason to believe that cable users

generate traffic that is intrinsically different from DSL users.

Cable and DSL network use is growing dramatically, and

these networks provide an order of magnitude (or more)

increase in bandwidth to the consumer than dial-up access.

As a result, these networks require a significantly amount of

bandwidth in the metro and regional networks where traffic

is aggregated and backhauled to the backbone network point

of presence. The metro and regional networks supporting

cable and DSL are too large to allow gross over-

dimensioning to be economically viable. Furthermore, the

investment climate that contributed to Internet growth until

late in 2000 no longer exists, and network growth including

capacity upgrades are likely to be capital constrained for the

foreseeable future. This leads to a need for simple traffic

models that can be derived from available traffic measure-

ments on these high-speed access networks. However,

traffic on these networks is dramatically different from

traffic on dial-up access networks and little work has been

done so far to characterize high-speed access traffic.

We examine SNMP cable traffic data, and derive traffic

models from this data that can be used to perform

approximate capacity management and planning (detailed

capacity planning requires finer grained time series than

SNMP gives us access to). The traffic models we present are

consistent with the more detailed studies of packet traces

which discovered and explained self-similarity and long-

range dependence (LRD) in data traffic. However, we

validate the traffic models using SNMP measurements, and

suggest that SNMP measurement could be used in

operational networks to derive the salient parameters of

the both individual user and aggregate cable traffic

distributions. The major insight gained from this study is

the significant impact that high-speed access has on the

distribution of the carried traffic, as compared with typical

dial-up traffic.2

In Section 2 we shall give a brief overview of the relevant

background to this paper, including what we mean by self-

similar and LRD traffic, and the features of SNMP data

which limit how it can be used. Section 3 describes the data-

sets and analysis resulting from this study. The main result

is that a simple log-normal distribution can be used to

represent the minute-to-minute variations in the traffic

around a (relatively) slowly changing mean rate (changing

on the scale of hours). Section 4 concludes the paper with a

summary of the findings.

2. Background

We begin this paper with the relevant background, in

particular on self-similar traffic modeling, and SNMP traffic

data.

2.1. Self-similarity and heavy-tails

Self-similarity and LRD [1] provide a natural, quantitat-

ive, and yet wonderfully elegant way of describing and

modeling data traffic. The simplest self-similar model,

fractional Brownian motion (FBM) has only three par-

ameters, and yet can describe some sets of traffic (including

its burstiness) over scales ranging from milliseconds up to

hours.

Self-similarity and LRD are closely related phenomena,

typically estimated using the Hurst parameter, H. Self-

similarity relates to the fact that under suitable scaling, the

statistics of the traffic are the same at any time scale. LRD

rates to correlations in the data which, though decreasing

over wider ranges, never become insignificant. We shall not

dwell on the technical aspects of these properties in this

paper, as LRD cannot be measured using the SNMP data we

have available (see below). Moreover, the results in this

paper indicate that a more detailed LRD model is not needed

to explain the major characteristics of the traffic.

However, an understanding of the origins of LRD in data

traffic is very informative here. We shall in fact find that the

origins of the traffic characteristics we see in cable access

traffic are one and the same as the origins of LRD in other

traffic sets. Thus, although our measurements suggest an

alternative model be used for cable access traffic, the

findings of this paper are consistent with those in the prior

traffic modeling literature.

The origins of LRD lie in heavy-tailed distributions.

Such distributions have large weights in the tail, and may

exhibit properties such as infinite variance, or infinite mean.

An example is the Pareto distribution which is in a class of

distributions with a power-law tail. That is, the tail of the

distribution function looks like 1 2 FðtÞ , Lt2g: Of par-

ticular interest here is the case where 1 , g , 2; where the

mean of the distribution is finite, but the variance is infinite.

2.1.1. ON–OFF models

One suggested model for the origin of LRD is the

superposition of ON/OFF sources with heavy-tailed ON or

OFF periods [7–9]. More formally, we can model a single

source as a renewal process alternating between two states:

‘ON’ and ‘OFF’, where the generated traffic rates are R and

0, respectively. Moreover, the duration of at least one of the

ON and/or OFF periods has a heavy-tailed distribution with

infinite variance, for example a power-law distribution with

1 , g , 2:

ON/OFF processes with heavy-tailed ON periods are

asymptotically LRD in themselves [10] with H ¼ ð3 2 gÞ=2;

where the heavy-tailed distribution has exponent g.

2 Although we do not directly compare our measurements here with dial-

up traffic measurements, the intrinsic modem speed limit of dial-up traffic

makes it impossible for dial-up traffic to have the characteristics we observe

here.
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However, a better aggregate model may be obtained by

superposing a number of sources. The exact way in which

the processes are superposed does matter, principally

through the renormalization [11]. Renormalization is used

so that as the number of sources is increased, the average

rate remains constant. For clarity, we simplify the more

general description of Levy and Taqqu [11]. The simplest

renormalizations are:

(i) reduce the rate R of each source,

(ii) increase the length of OFF periods, or

(iii) reduce the length of ON periods.

As the number of sources goes to infinity, each method

results in a different model,

(i) Fractional Brownian Motion (FBM) with H ¼ ð3 2

gÞ=2;

(ii) M/G/1 source model, and

(iii) a-stable process,

respectively.

These different renormalizations are of particular interest

here because the standard assumption has been that in

aggregated traffic either the first or second case will be the

suitable model. For instance, for dial-up traffic, which is

tightly constrained by the bandwidth of the modem

connection, data transfers are spread over time. We can

easily see these data transfers as an ON/OFF process with a

low rate per source, and previous measurements of such

traffic have supported the FBM type of model. Another

rationale for the FBM model is that on a heavily loaded link

TCP congestion control causes the available bandwidth to

be shared (approximately) between sources in such a way

that a file transfer will be extended over time.

Our results show that with moderately aggregated traffic

on a high-speed access network, the third model is more

appropriate. The results show that the marginal distri-

butions of the traffic are quite inconsistent with either of

the first two models, but are consistent with the third.

Bandwidth limitations and TCP still slow down the

effective transfer rate, ‘spreading’ the connections over

time, however the greater access bandwidth in a cable

network reduces the amount of spreading so that the

majority of data transfers take less time than the

measurement intervals. We discuss the measurement

intervals more in Section 2.2.

2.1.2. a-Stable distributions

There are a number of reasons why one cares about LRD

and heavy-tails. The most common is performance. Systems

carrying LRD traffic will typically have worse performance

than they would with light-tailed traffic (see Refs. [4,5] for

example). However, although the main application of this

work is capacity planning (for which performance is

important), we must cope with the existence of LRD and

heavy-tails even before we plug parameters into a capacity

planning model, because the very presence of LRD and

heavy-tails makes measurement of the model parameters

much more difficult.

Heavy-tails and LRD disrupt the standard intuition about

how data will be smoothed by averaging, either over time, or

over additional sources. The standard intuition is based on the

central limit theorem (CLT), which says that as we sum more

and more data (suitably renormalized) the result tends to a

Gaussian distribution whose mean tells us the mean of the

data. The problem is that the CLT has two conditions, that the

data be independent, and have finite variance.

Most people assume that if data are averaged over longer

and longer time intervals you will eventually reach a regime

where the data correlations have dropped to the point where

they are insignificant, and therefore we can apply the CLT.

However if the data are LRD we know that we will never

reach this regime, and so the CLT does not apply.

Alternatively, if the data have heavy-tails with infinite

variance, then once again the CLT does not apply.

There is a generalized central limit theorem (GCLT) that

deals with these cases. In the case of sums of heavy-tailed

data, the GCLT provides the following result [12].

Theorem 2.1. (GCLT) Let X1;X2;X3;…; be an independent,

identically distributed series of random variables. There

exist constants an . 0; and bn [ IR and a non-degenerate

random variable Z, with

anðX1 þ X2 þ · · · þ XnÞ2 bn !
d

Z;

if and only if Z is a-stable, in which case an ¼ n21=a for

some a [ ð0; 2�:

Thus thea-stable distributions are the generalization of the

Gaussian distribution which allow for the sum of heavy-tailed

distributions. Note carefully that the normalizing factor

depends on a which gives the ‘heaviness’ of the tails. When

a ¼ 2 the stable distribution is the Normal distribution, and

Theorem 2.1 corresponds to the CLT, whilst when a , 2 the

tail isheavy,andtheconvergencehappensmoreslowly.There

is a similar theorem which can be applied in the LRD case, but

we shall be mainly concerned with the version above.

The upshot of this result is that the confidence bounds

for mean estimates converge more slowly than light-

tailed random variables (when they converge at all),

converging as n21=a instead of n21=2: Furthermore, the

tails of a-stable distributions are heavier than those of

Normal distributions, and so the confidence intervals for

a-stable distributions will be wider in any case. In

simple terms, as we average more and more data (say by

averaging the rate over time) we will not see such simple

convergence to the mean. The result will still appear

bursty, even over quite long time scales.

Throughout this paper we shall use the S0 parameter-

ization of the a-stable distribution defined by the

following.
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Definition. A random variable X is said to be a-stable with

S0 parameterization Sða;b; g; d; 0Þ if and only if

X ¼
g Z 2 b tan

pa

2

� �
þ d; a – 1;

gZ þ d; a ¼ 1;

8><
>:

where Zða;bÞ is defined by its characteristic function

E½expðiuZÞ�¼

exp 2lula 12ibtan
pa

2
ðsignuÞ

� �� �
; a–1;

exp 2lul 1þib
2

p
ðsignuÞlnlul

� �� �
; a¼1;

8>>><
>>>:

where a[ð0;2� is the characteristic exponent, b[½21;1� is

the skew parameter, g.0 is the scale parameter, and d is the

location parameter, and the sign function indicates the sign

of the argument (and is zero if the argument is zero).

The characteristic function above precisely defines the

distribution, but requires numerical methods to compute

densities as closed form expressions for the densities do not

exist (except in some special cases). See Refs. [13,14] for

more details.

2.2. Measurement and estimation

Even the best methods for estimating LRD parameters

(such as the Abry-Veitch wavelet-based methods [15])

require traffic data on sub-second intervals.3 Although that

particular method may be adapted to operate on-line,

without storing huge volumes of data [6], this still requires

some type of measurement box to be placed into the

network to collect and analyze the data. Whilst this is

practical in the small scale, it is impractical in large

operational networks to instrument every link in this way.

There are some alternative methods used to make

measurements of traffic. The chief amongst these are

based on flow statistics (for instance see Cisco Netflow

[16], or RTFM [17]) or SNMP [18,19] measurements.

The former are not intended for deriving time series, and

the latter inherently produce time series on coarse time

scales (1 min and greater). Neither method is therefore

suitable for measuring LRD.

The question then, is can anything be done, in practice,

with the available coarse data. This paper concentrates on

the use of SNMP data because this is most widely, and

easily collected. We must first understand exactly what we

are getting with this data.

SNMP operates through polling—a network manage-

ment station polls the network elements (such as routers).

SNMP can gather much more than just traffic data (for

instance information about link state), however we shall only

concern ourselves with traffic data. The traffic data at the

network element is stored in the form of counters

1. ifInOctets

2. ifOutOctets

which store the number of bytes input and output to an

interface on the router, respectively. Note that these are total

counts, and are not reset by polls, and so the traffic rate on the

link is the derivative of the counter value. When the counter

reaches its maximum value it simply wraps around (without

giving any notification) and starts at zero again. However,

this is not the only circumstance in which a counter will reset

to zero. The counters may reset to zero under other

circumstances as well, for instance if the router is rebooted.

There are many problems with SNMP data:

1. Inaccurate timestamps. Delays in the network, time-

stamps from clocks which might not be synchronized,

and delays in routers may lead to inaccurate timestamps,

and hence to a low sampling rate.

2. Missing data. Polls Requests and Responses are carried

by UDP and may therefore be lost in the network, at the

router, or at the poller.

3. Multiple counter wraps. In SNMP v1 the counters are only

32 bits and may therefore wrap multiple times in one

polling interval.

4. Implementation issues. Some implementations of

SNMP do not appear to behave in the standard

manner, particularly on devices like cable modems

where this aspect of the modem is often not

considered important.

The result of these impairments is a coarsely sampled data

set, with some noise, and variable amounts of missing data. A

great deal of care needs to be taken to even get data of this

quality, and it is easy to make mistakes in processing the data.

The important upshot of these data limitations is that it is

impossible to make reasonable estimates of parameters of

LRD (such as the Hurst parameter) with SNMP measure-

ments. However, given that SNMP link utilization data are

widely available in IP networks, if it is possible to use it to

gain meaningful insight into the dynamics of access network

traffic, then the data have the potential to be a valuable tool

for capacity planning and management.

3. SNMP measurements and analysis

This section describes the SNMP utilization data used in

this study. AT&T Broadband collected the SNMP data from

six cable modem termination systems (CMTS), and a sample

3 The Abry-Veitch estimator which has close to the minimum variance

estimate of the parameter H (and many other advantages in terms of

robustness, and computational complexity) still requires thousands of data

points, if not 10s or 100s of thousands for reasonable estimates. Given that

network data shows strong non-stationarity over a period of a day, a huge

number of measurements are required to get a Hurst parameter estimate

better than 0.5–1, the allowed range.
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of approximately 20% of the individual cable modems (CM)

on these CMTSs, during January 18 to March 20, 2000. The

data were collected at approximately 1 min intervals.

The most notable features of this type of cable access

network are:

† high-speed access (the system studied here used a

10 Mbps shared channel in both the upstream and

downstream directions)

† low level of aggregation (200–300 homes per CMTS)

† high variability in demand among customers

† often asymmetric traffic pattern (not always)

† ‘always on’ service.

One characteristic of Internet traffic is that new

applications, such as peer-to-peer applications, can appear

overnight and dramatically change traffic patterns. During

the period when our data were collected, the dominant

consumer Internet application was Web access. Thus, our

results apply most strongly to this type of traffic. We also

note that while we study cable traffic here, there is no

fundamental difference between cable and DSL from a

traffic perspective.4

Fig. 1 shows a simplified network architecture, to

illustrate where the measurements are made. The CMTSs

aggregate traffic from a number of homes passed by the

hybrid fiber coax plant, and the traffic is then sent to an

aggregation router, which takes traffic from several CMTSs.

Table 1 shows the numbers of houses connected to each of the

CMTSs used in this study. The CMTSs and cable modems

have been polled at both Ethernet, and RF interfaces. This

redundancy provides a check on the data integrity, but we

shall only report data from one interface of CMTS and the

CM. The traffic data at the (Ethernet side of the) CMTS gives

the aggregate traffic from all of the CMs connected to it

(minus some small local traffic), while the traffic data from

each CM gives the traffic to that subscriber individually.

Each of the homes passed might be using the cable

network to provide cable TV, telephone, high-speed data, or

some other service. Table 1 shows how many of the total

number of homes connected to the network were subscribers

to the high-speed data service. Each subscriber has a CM, but

only a sample of these was polled by the SNMP poller to

reduce the overhead due to polling. Table 1 shows how many

CMs were polled for each CMTS used in the study below.

3.1. CMTS data

Figs. 2 and 3 show the downstream and upstream5 traffic

rates, respectively. The data give the total aggregate traffic

from all of the CMs connected to that CMTS.

Note that these data were from early 2000 before the

emergence of peer-to-peer applications—therefore the

traffic is highly asymmetric. Of the six CMTSs polled

there were significant problems with two data-sets (c and

d), namely large amounts of missing, or obviously

corrupted data (see above for reasons), leading one to

suspect the remaining data is also corrupted. The

remaining four CMTSs (sets a, b, e, and f) form the

data used here.

The first task is to examine the data for non-

stationarity. A cursory glance shows what appears to be

a daily cycle in the data. We explore this by plotting the

average traffic rate at each time of day (by hours) over

the entire data set. Fig. 4 shows time of day averages for

the four data sets.

On an ISP backbone, traffic follows a daily pattern fairly

closely. However, in the broadband traffic we observe that

the variation between days is actually larger than the

variation within a day (as shown in Fig. 4). For instance see

Fig. 5 which shows the 1 h average of the traffic during the

busy hour of each day. This large variation requires special

care to be taken in the analysis of the data.

We next examine the marginal distribution of the traffic

on these four CMTSs. The marginal distribution is the

probability distribution of the 1 min traffic rates ignoring the

fact that the data is a time series, and treating each data point

as if it were independent of the others.

However, since the data is non-stationary, we must first

remove the effect of the non-stationarity as it would

otherwise corrupt any further analysis. There are a number

of ways to normalize the data to remove non-stationarity,

based on the model of the traffic which one adopts. For

instance, one could use the models:

Fig. 1. Simplified architecture of the system in question. Our study uses data

taken from the upstream (Ethernet) interface of the CMTS, the downstream

(RF) interface of the CMTS, and from the CMs located at residences.

Table 1

Number of cable modems polled at each CMTS

Data set Homes passed Subscribers CMs polled

a 1071 194 35

b 790 176 36

e 833 250 50

f 1051 309 60

4 The argument that cable access is shared and DSL is not is spurious,

since DSL traffic is aggregated at the access multiplexer in any event.
5 We use downstream to denote traffic flowing out of the backbone

network, to the customer, and upstream to denote traffic flowing from the

customer to the backbone.
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† Additive mean: The traffic rate

XðtÞ ¼ mðtÞ þ TðtÞ:

† Multiplicative mean: The traffic rate

XðtÞ ¼ mðtÞ £ TðtÞ

where m is the mean traffic rate, and TðtÞ is a stationary

stochastic process representing the variation in the traffic

rates. In the first case the appropriate way to normalize

the traffic is to subtract the mean, and in the second to divide

by the mean. For the CMTS data examined the second

approach produced traffic rate statistics whose histograms

were consistently of the same simple shape, with very

similar parameters (see later), whereas the first approach

produced complex multi-mode distributions that were

different for each case. We concluded from this that the

second model is appropriate here. In practice we do not know

the mean of the traffic, but we estimate this either by

blocking the data into groups, or using a moving average. We

found that using a 1 h block or moving window size for the

moving average both produce consistent results suggesting

that over periods of 1 h the data are reasonably stationary.

Significantly longer block sizes lead to inconsistent results.

Fig. 2. Downstream CMTS traffic. The solid line shows 1 min average rates (in Mbps) and the pale line shows a two week moving average of the data rate.
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The probability densities of the normalized marginal

distributions of the traffic are shown in Fig. 6. The y-axis

shows probability, and the x-axis shows the normalized

rate—hence x ¼ 1 is where the mean rate over 1 min is

equal to the 1 h mean, x ¼ 2 means the 1 min rate is twice

the 1 h rate, and so on. The graphs also show a simple

moment-based log-normal fit to the data and a

maximum likelihood estimate (MLE)-based a-stable fit to

the data [13,14] (note that moment-based fits are quite

accurate and easy to compute for the log-normal distri-

bution, because in the log domain the data are normally

distributed, and so in this domain we compute the mean and

variance, but the equivalent for an a-stable is not as simple

or effective).

It appears from these graphs that the log-normal

distribution provides a reasonable first order fit to the data

(particularly on the right hand side of the mode of the

distributions which is in any case the most important part of

the distribution). However, the a-stable fit is better. Table 2

gives the parameters of the a-stable fit. Notice there is

Fig. 3. Upstream CMTS traffic. The solid line shows 1 min average rates (in Mbps) and the pale line shows a 2 week moving average of the data rate.
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a relatively small range to the parameters with the variation

in a being most significant.

It is hard to visually assess the goodness of fit of the

distributions using a density graph, and so we also provide

in Fig. 7 a set of pp-plots which illustrate the goodness of fit.

A good fit in these graphs will lie along the dotted diagonal

line, while a poor fit would lie off the line. Once again we

can see that the log-normal fit is not unreasonable, but that

the a-stable fit is better.

One conclusion that we can draw is that the aggregate

CMTS traffic data can be closely (though not perfectly)

modeled using an a-stable distribution, and that in the

cases we examined this distribution is reasonably close to

a log-normal distribution (although that is not true of the

a-stable distribution in general). We suspect that the

a-stable distribution arises from the sum of a series of

heavy-tailed random variables. We investigate this

possibility further in Section 3.2 using traffic data from

individual CMs.

3.2. Cable modem data

Our data includes a subset of the CMs associated with

each of the CMTSs, giving us a view of the individual

user’s activity. Although data were collected from CMs

associated with all of the CMTSs, we focus on the data

from CMs associated with the four CMTSs for which we

have good data (data sets a, b, e and f). In particular the

results displayed show data set (a), but are representative

of the results for all four data sets (though the details

differ). The number of cable modems polled for each is

given in Table 1.

There are a number of things that we could do with the

CM data, including investigating the variation among

subscribers. However, in this paper we focus on developing

Fig. 4. Average traffic by time of day on each of the four investigated CMTSs.

Fig. 5. 1 h average of the traffic on a during the busy hour of each day.
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results that can be directly used in traffic modeling and

capacity planning.

First of all let us look at the marginal distributions for

each subscriber. Fig. 8(a) shows the marginal distribution

for each subscriber (for data set a) note that these marginals

are not normalized. In all but two cases we note that the

bodies of the marginals (between around 200 and 6000 bps)

are the same. This part appears to be some type of

background traffic load or ‘chatter’ since it occurs almost

all the time, and is the same for most of the modems.

Fig. 8(b) shows the average of the individual marginals both

during the busy hour and over all times of day. Notice that

the selection of time of day has no significant effect on the

form of the marginal distribution. This is another indication

that the marginal is a useful indicator of behavior.

The variation in the marginal distribution comes through

the highly variable tails of these distributions. Notice that

Fig. 8 is a log–log plot, and that the tail in plot (b) appears to

be linear, and so follows a power-law. Hence we have a

heavy-tailed marginal distribution for these sources. This

confirms our earlier suspicion that the a-stable distribution

in the marginal of the aggregate traffic arises from the sum

of the heavy-tails in the individual user traffic.

A standard model of user activity is an ON/OFF model,

with fixed ON rate and ON/OFF times given by heavy-tailed

random variables. We now analyze the CM data in the

context of this model. We will call a subscriber ON if it

sends/receives some user data during the 1 min interval

between polls. Note, however, that in our current real-world

setting, we need to think carefully about what is user data.

For example, does user data include periodic polls (or

a ticker) from a mail/news/web browser? Does it include

network operations data such as NTP? Certainly it should

exclude network maintenance data between modems and

other network elements, such as our own SNMP polling. It

is not possible to distinguish the source of the traffic with

SNMP data so we use a simple rate threshold here. As a

result, we are unable to detect cases when a user sends a

very small amount of data. However, since we are primarily

interested in the large volume traffic, missing low rate traffic

will not have a significant effect on the overall analysis.

The choice of threshold used to decide if a subscriber is

ON is obviously important. Fig. 9 shows the effect on the

ON probability: overall (dashed) and for the busy period

(solid), of changing the threshold. Clearly the curve has a

knee at just below 5 kbps. Below this a change in the

threshold has a dramatic effect on the ON probability, but

above this the ON probability is relatively insensitive to the

value of the threshold. We use a threshold of 6 kbps below,

but as noted, the exact value has little effect on the results.

Fig. 6. The smoothed probability density of the normalized marginal rates (dotted), a log-normal fit to the data (solid) and an a-stable fit to the data (dashed).

Table 2

MLE of the parameters (using the S0 parameterization of Nolan [13,14]) of

the a-stable distribution. N refers to the number of data points used in each

fit

Data set N S0 parameters

a b g d

a 3159 1.50 1.00 0.27 0.78

b 3095 1.70 1.00 0.32 0.82

e 3166 1.48 0.87 0.24 0.82

f 3159 1.40 1.00 0.30 0.75
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Fig. 10 shows the probability of being ON for each of the

cable modems, averaged over all time (solid), and during the

busy hour (dashed). We can see that the variation between

customers is larger than the variation between busy hour and

non-busy hour. The plot also shows the conditional

probability that a customer is ON in a given hour given it

is ON at least once.

We can also study the relationship between the ON

probability and the data rates. Fig. 11 shows the average ON

probability by time of day over the whole data set, and the

averaged data rate of all of the sampled cable modems.

Clearly the two are highly correlated. The fact that the data

rate appears to have had a constant added (above the ON

probability) is the result of the chatter between modem and

CMTS. The correlation leads one to believe that the ON

probability is the fundamental parameter determining the

underlying rate of the traffic.

Notice that Fig. 11 does not agree with Fig. 4(a). In fact

this is no surprise. Recall that our CM data includes only a

subset of the CMs associated with a CMTS. When dealing

with heavy-tailed distributions, there is a high probability

that a random sampling will miss the small number of

heavy-hitters and therefore see a skewed version of the

results, as we do here.

Note that a more complicated user model would be to

have a notion of ‘active’ and ‘inactive’ subscribers, where

Fig. 8. Plots of the marginal distributions of the individual cable modems sampled from data set (a). Note the log–log axis.

Fig. 7. pp-Plots showing the quality of the log-normal and a-stable fits.
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an active subscriber is one that is using a network

application in some way, but are not necessarily down-

loading something at that instant. There are hence a number

of states for a user (inactive, active (but OFF), and active

and ON). The appropriate model for activity pattern of a

user would depend heavily on demographic data (is the

customer a business, an adult consumer, a teenager?).

However, the model itself (average ON probability, down-

load size distributions) can be separated from the demo-

graphics and could be measured through mechanisms such

as Netflow at aggregation routers (though this might only be

done on a sampled basis because of the difficulties in

collecting flow level measurements). This model provides

an explanation for the dotted curve in Fig. 10 which is

the conditional probability that a source is ON, given that it

is ON some time in the hour. Clearly this probability is

much higher than the overall ON probability leading to the

activity-based model above. While we are interested in this

model, we do not explore it further in this paper.

3.3. Explanations

We can explain the above measurements in the following

way. As noted above the standard model of user activity is

the ON/OFF model. The measurements of individual cable

modems support this view with one notable variation which

is that the ON rate is now so highly variable that it is more

important than the correlations over time. The result is, that

when superposed the traffic appears to have an a-stable

marginal distribution (which can be approximated to some

degree by a log-normal distribution).

Although the individual ON rates of users have a high

level of variability, the average ON probability is small

(,0.05), and the number of customers large enough so that

we can approximate the number of ON sources by a Poisson

random variable. When we do this, only the average number

of ON customers matters (given by the ON probability times

the number of customers).

A simple simulation of this type of process (Poisson sum

of heavy-tailed distributions) results in the marginal shown

in Fig. 12 which matches well with that seen at the CMTSs.

Note that the results of the simulation displayed in Fig. 12

are not perfect. The simulation uses the simple ON/OFF

model, and so does not take into account:

† the fact that sources are not homogeneous,

† correlations in the data (for instance the duration of the

ON and OFF periods also appears to have a heavy-tail

here), which may affect the results.

Fig. 9. The effect of changing the threshold on the ON probability for data

set (a).

Fig. 10. The ON probability per source for data set (a): the linear

interpolation between sources is for visualization purposes only, as the

source number is arbitrary.

Fig. 11. The ON probability, and average rate for the sampled modems by

time of day for data set (a).
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Fig. 13 shows a scatter plot of the time series for data set

(a) versus a shifted version of itself. The plot shows a clear

correlation between the traffic in consecutive intervals. If we

wish to obtain a more accurate simulation model we must

include a model for these correlations. A nice way to do so is

to use a generalization [11] of the simple normalization

schema described in Section 2.1.1 which allows both heavy-

tails and correlations, however, the current SNMP measure-

ments do not support such sophisticated analysis with any

ease. Fortunately, these correlations seem to be a second

order effect.

The other complicating factor, the non-stationarity in the

data can be taken into account by varying the ON

probability. Fig. 11 shows the clear correlation between

this ON probability and the average rate. A simulation such

as the one above may then be used to perform capacity

planning at a coarse level, though detailed capacity planning

requires estimates of fine time scale behavior that are not

immediately available from SNMP data.

4. Conclusion

In this paper, we analyze a large amount of SNMP

utilization data from a set of CMTSs and associated cable

modems. Despite the limitations of SNMP data, we develop

a simple model for the aggregate traffic at a CMTS, showing

that the minute-to-minute variation in the average rate can

be approximated by a log-normal distribution, under a

suitable renormalization. Our results show that renormaliz-

ing by dividing the aggregate rate by a 1 h moving window

estimate of the mean rate gives quite good results. In

addition, we show that this model can be explained by a

more accurate approximation to an a-stable distribution.

This model can in turn be derived from a superposition of a

set of individual subscribers described by a simple

subscriber model, where each subscriber acts as an

ON/OFF source that transmits at a highly variable rate

when ON.

The most appealing thing about this model is that it is

possible to directly measure it from coarse grained, but

readily available SNMP utilization data. Moreover, the

model is consistent with the explanations that have been

given for LRD in other traffic studies. This link strengthens

our conclusions, and at the same time provides great insight

into the difference between high and low speed access

traffic.

These models can be also interesting because of their

potential application to capacity management and planning

in broadband access networks. For example, when analyz-

ing a cable network, it may be natural to ask whether it is

possible to add another 100 users to an existing CMTS. By

collecting and analyzing SNMP utilization data, one can

estimate the parameters associated with the individual user

traffic distribution. One can then estimate the effect of

adding another 100 subscribers by simulating the super-

position of a system with additional subscribers. Note that in

practice, one would not need to measure individual cable

modems. A more practical approach would use other

sources of information such as a sample of Netflow

measurements to examine the distribution of the size of

customer flows, and use this to estimate the parameters in

the distributions used here.

We note that one might conceivably obtain even better

fits to the data using a distribution such as the Weibull

distribution. However, the aim of this paper is not

distribution fitting, but providing simple, pragmatic models.

Obtaining a perfect fit is less important than having a model

whose basis can be derived from simple assumptions about

the underlying traffic, making it possible to easily extend the

model to cases where there are no measurements. For

instance, to answer ‘what if’ questions such as what if we

Fig. 12. A comparison of the simulated, and measured normalized marginal

probability densities for data set (a).

Fig. 13. A plot showing correlations in the renormalized data.
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build a new network from scratch, with N subscribers per

CMTS.
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