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Hardware BuildingBlocks

Network ConnectingProblems

� Physicalconnection(coax,�b er, ... )

� Encoding/Decodingdatabits.

� Framing,packets,messages.

� Error detection.

� Reliabledeliverydespiteerrors.

� MediaAccessControl(MAC).

=) Theseissuesare implementedin the network adaptor
(board).

� =) We will studythe aboveproblemsin the contextof

I Point-to-Point links

I CarrierSenseMultipleAccess,CSMAnetworks (Ethernet)

I TokenRings,Fiber DistributedData Interface

& %
CS 4/55201: ComputerNetworks Fall 2001 1 of 47

Chapter2: Data Link Networks Hardware Building Blocks' $

Network Nodes

� Assumea general-purpose(programmable)computer;
with special-purposehardware.

to network

CPU

Memory

I/O Bus

Network 
Adapter

Cache

� A devicedrivermanagesthe adaptor

� Finitememory (implieslimitedbu�er space)

� Connectsto network via a network adaptor

� Fastprocessor, slow memory
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Network Links

� Linkspropagatesignals

I Analog:continuous

I Digital: discrete

� Binary dataare encoded in to

I Analogsignals:modulator (modem)

I Digital signals:demodulator

� A digital transmitter transmitsbinary dataovera digital link.

� full duplexlinks

� half duplexlinks
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DatavsSignal

Digital

Analog

Digital

Digital

Digital

Digital

Analog

Analog Analog

Data Signal

Data

Medium 
Data

Signal

Telephone

Modem

CODEC

Transmitter
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SomePhysicalMedium

Type Speed Distance
Category 5 twistedpair 10-100Mbps 100m
50-ohmcoax(ThinNet) 10-100Mbps 200m
75-ohmcoax(ThickNet) 10-100Mbps 500m
Multimode�b er 100Mbps 2km
Single-mode�b er 100-2400Mbps40km

� Canbe leasedor owned

Standard Links

Type Bandwidth Applications
ISDN 64 Kbps for digitalvoice/data
T1 1.544Mbps 24 64Kbps,old technology
T3 44.736Mbps 30 T1
STS-1 51.840Mbps sync.transfersignaloptical
STS-3 155.250Mbps for optical�b er
STS-12 622.080Mbps for optical�b er
STS-24 1.244160Gbps for optical�b er
STS-48 2.488320Gbps for optical�b er

� Thedevicethat encodesanalogvoiceinto digital ISDNlink is
calledCODEC (coder/decoder).

� STS-Nlinksare sometimescalledOC-N(opticalcarrier).

� STS-Nis usedfor electrical deviceconnectedto the link.

� OC-Nis usedfor optical deviceconnectedto the link.
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Encoding

Overview

� Signalspropagateovera physicalmedium.

I Digital signals

I Analogsignals

� Datacanbe eitherdigitalor analog;we'reinterestedin digital
data.

� Problem:Encodethe binary datathat the sourcenodewantsto
sendto the destinationnodeinto the signalthat propagatesover

Adapter Adapter
signal

bits

Node Node

signalling component
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MaximumDataRateof a Channel

I Nyquist(1924)statedthat for a noise-freechannelwith
bandwidthW(H z), andmultilevelsignalingM , the capacity
(bps)canbe computedas

C = 2W log2 M

I DoublingW doublesthe datarate.

I Thepresenceof noisecancorrupt oneor more bits. If data
rate is increased,the bits becomeshorter , andmore bits are
a�ectedby a givennoisepattern.

I At a givennoiselevel,the higherthe datarate, the higherthe
error rate.

5v

0v

Bilevel Encoding

Multilevel Encoding (M=4)

& %
CS 4/55201: ComputerNetworks Fall 2001 7 of 47

Chapter2: Data Link Networks Encoding' $

Shannon'sTheorem

I Shannon(1948)developeda formulato identifythe upper
boundon the channelcapacity.

� Thesignal-to-noiseratio (S=N ) is the ratio of power in a
signalto the power containedin the noisethat is presentat
a particular point in the transmission.

S=N = 10 log10
signal power
noise power

� Themaximumchannelcapacity is computedas

C = B log2(1 +
S
N

)

whereC is the capacity in bits per secondandB is the
bandwidthin H z.

I For examplea noiseless3-kHzchannelcannottransmitbinary
signalsat a rateexceeding6000bps.

I A channelof 3000-Hzbandwidth,anda signalto thermalnoise
of 30 dB cannevertransmitmore than30,000bps.

= 30dB= 10 log10(S=N )

S=N = 1000

C = 3000log2(1 + 1000)= 3000� 9:9673< 30000bps
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CodingTerminology

Pulse

Bit

0

-5v

+5v +5v

-5v

� Signalelement:Pulse

� ModulationRate: 1
Durationof the smallestelement=Baud rate

� DataRate:Bits per second

� DataRateis a functionof

I bandwidth

I signal/noiseratio

I encodingtechnique
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TransmissionMedia

� TwistedPair

I UnshieldedTwistedPair (UTP)

� VoiceGrade:Telephonewire
� DataGrade:Betterquality

=) 100Mbpsover50 m is possible

I ShieldedTwistedPair (UTP)

� CoaxialCable

� OpticalFiber

I Modes:

indexof re
ection=
Speedin vacuum
Speedin medium

I Singlemode

I Multimode
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CodingDesign

Diff Manchester

NRZI

Manchester

Clock

NRZ

Bits
+5v
0

-5v

0 0 1 0 1 1 1 0 1 0 0 0 0 011

� Non-Returnto Zero(NRZ)

I 1 = highlevel, 0 = low level

I Problem:consecutive1sor 0s=) Unableto recoverclock
Uniform distributionof 1's and0's tunethe clocks

� Non-returnto ZeroInverted(NRZI):Make a transitionfromthe
currentsignalto encodea one,andstay at the currentsignalto
encodea zero;solvesthe problemof consecutiveones.

I 0 = no transitionat beginningof interval(onebit at time)

I 1 = transitionat beginningof interval
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� Manchester:

I 0 = low to high

I 1 = highto low

� Di�erential Manchester

I 1 = absenceof transition

I 0 = presenceof transition

Alwaysa transitionin middleof interval=) easyto synchronize
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Framing

Overview

� Problem:Breakingsequenceof bits into a frame

I Must determine�rst andlastbit of the frame

I Typicallyimplementedby network adaptor

I Adaptor fetches(deposits)framesout of (into) hostmemory

Adapter Adapter
bits

frames

Node A Node B
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Byte-OrientedProtocols

� SentinelApproach

I BISYNC(binary sync.comm.)

S
Y

N

Header

S
T

X

Body

E
T

X

CRC

S
O

H

8 8 8 8 8 16

S
Y

N

I IMP-IMP(ARPANET)

S
Y

N

S
Y

N

Header

S
T

X

Body

E
T

X CRC

D
LE

D
LE

8 8 8 8 128 8 8 16

I Problem:ETX charactermightappear in the dataportion of
the frame.

I Solution:Escape the ETX characterwith a DLEcharacterin
BISYNC;escape the DLEcharacterwith a DLEcharacterin
IMP-IMP.

� ByteCountingApproach(DDCMP)

S
Y

N

S
Y

N

Header Body CRC

C
la

ss Count

8 8 8 1614 42

I Problem:Count�eld is corrupted(framingerror).

I Solution:CatchwhenCRCfails.
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Bit-OrientedProtocols

� HDLC:High-LevelDataLink Control(alsoSDLCandPPP)

� Delineateframewith a specialbit-sequence:01111110

Header Body CRCBeginning
Sequence

Ending
Sequence

8 16 16 8

� Bit Stu�ng

I Sender:anytime �ve consecutive1shavebeentransmitted
fromthe body of the message,inserta 0.

I Receiver:should�ve consecutive1sarrive,look at nextbit(s):

� if nextbit is a 0: removeit
� if nextbits are 10: end-of-framemarker
� if nextbits are 11: error
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Clock-BasedFraming

� SONET:SynchronousOpticalNetwork

� ITU standard for transmissionover�b er

� STS-1(51.84Mbps)

� Byte-interleavedmultiplexing

� Eachframeis 125� s long.

3 bytes 1 byte

9 rows

90 bytes

Path
overheadTransport

overhead

STS-1 Framce Structure
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Section

Terminals Terminals
Terminating
Lightwave

Equipment
Regenarator Regenarator

Equipment
Terminating
Lightwave

Mux
SONET

Mux
SONET
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Error Detection

� Let Pb be the probability that a bit is in error

� Let F be the framesizein bits

Probability[framehasno error] = (1 � Pb)F

Probability[oneor more bits in error] = 1 � (1 � Pb)F

� Example:Let F=1000bits andPb = 10� 6

Pr[frameis in error] = 1 � (1 � 10� 6)1000= 10� 3

Parity Checks

0 1 2 3 4 5 6 7
1 0 1 1 0 1 1 Codeword

Oddparity 1 0 1 1 0 1 1 0 # of 1's is odd

Evenparity 1 0 1 1 0 1 1 1 # of 1's is even

� Singleerror canbe detected
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CheckDigit Method

� Make the number divisibleby 9

� Example:823to be sent

1. Left shift 823=) 8230

2. Divideby 9 and�nd remainder=) 4

3. Subtractremainderfrom9 =) 9-4=5

4. Add the resultof step4 to step1:8235

5. Checkthat the resultis divisibleby 9

� Detectsall single-digiterrors: 7235,8335,8255,8237

� Detectsseveralmultiple-digiterrors: 8765,7346

� Doesnot detectsomeerrors: 7335,8775,

� Homework: Provewhyit detectsall single-digiterrors
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CyclicRedundancyCheck

� Addk bits of redundantdatato ann-bit message.

� Representn-bit messageasann � 1 degreepolynomial;
e.g.,MSG=10011010correspondsto M (x) = x7 + x4 + x3 + x1.

� Let k be the degreeof somedivisor polynomialC(x); e.g.,
C(x) = x3 + x2 + 1.

� TransmitpolynomialP(x) that is evenlydivisibleby C(x), and
receivepolynomialP(x) + E(x); E(x)=0 impliesno errors.

� Recipientdivides(P(x) + E(x)) by C(x); the remainderwill be
zeroin onlytwo cases:E(x) waszero(i.e. therewasno error), or
E(x) is exactlydivisibleby C(x).

I ChooseC(x) to make secondcaseextremelyrare.

� Sender:

I multiplyM (x) by xk; for our example,we get
x10 + x7 + x6 + x4 (10011010000);

I divideresultby C(x) (1101);

I Send10011010000- 101= 10011010101,sincethis mustbe
exactlydivisibleby C(x);

� Want to ensurethat C(x) doesnot divideevenlyinto polynomial
E(x).
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1101
1101
10011010000

1101

1101

MessageGenerator

1001

1000

1101
1100

1000

Remainder

11111001

1011

1101

1101

101

� Whatcanbe detected?

I All single-biterrors, aslongasthe xk andx0 termshave
non-zerocoe�cients.

I All double-biterrors, aslongasC(x) hasa factor with at least
threeterms.

I Anyodd number of errors, aslongasC(x) containsthe factor
(x + 1).

I Any `burst'error (i.e sequenceof consecutiveerroredbits) for
whichthe lengthof the burstis lessthank bits.

I Mostbursterrors of largerthank bits canalsobe detected.
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Commonpolynomialsfor C(x)

CRC C(x)
CRC-8 x8 + x2 + x1 + 1
CRC-10 x10 + x9 + x5 + x4 + x1 + 1
CRC-12 x12 + x11 + x3 + x2 + 1
CRC-16 x16 + x15 + x2 + 1
CRC-CCITTx16 + x12 + x5 + 1
CRC-32 x32 + x26 + x23 + x22 + x16 + x12 + x11+

x10 + x8 + x7 + x5 + x4 + x2 + x + 1

� EthernetandFDDIuseCRC-32

Two-DimensionalParity

0 1 2 3 4 5 6 7
0 1 0 1 0 0 1 1  parity bit
1 1 0 1 0 0 1 0
1 0 1 1 1 1 0 1
0 0 0 1 1 1 0 1
0 1 1 0 1 0 0 1
1 0 1 1 1 1 1 0

Parity byte 1 1 1 1 0 1 1 0

� 2D parity catches1, 2, and3-bit errors, andmost4-bit errors.

� Homework: Show this is true
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InternetChecksumAlgorithm

� The third approach

� Viewmessageasa sequenceof 16-bit integers.

� Add theseintegerstogetherusing16-bitonescomplement
arithmetic,andthentake the onescomplementof the result.

� That 16-bitnumber is the checksum.

� Unlike CRC,it doesn'thaveverystrongerror detectionproperty

� Thealgorithm is easierto implement
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ReliableTransmission

� Recoverfromcorrupt frames

I Error CorrectionCodes(ECC);alsocalledForward Error
Correction(FEC)

I AcknowledgmentsandTimeouts;alsocalledAutomaticRepeat
request(ARQ)

� Deliversframeswithouterrors, in proper orderto network layer

Error CorrectionMechanisms

� ACK/NAK: providesendersomefeed-backabout the otherend

� Time-out:for the casewhenentirepacket or ACK is lost

� Sequencenumbers: to distinguishretransmissions

AutomaticRepeatRequest(ARQ)

� Error detection

� Acknowledgment

� Retransmissionafter timeout

� Negativeacknowledgment

& %
CS 4/55201: ComputerNetworks Fall 2001 24 of 47



Chapter2: Data Link Networks ReliableTransmission' $

Data

Sender Receiver

time

ACK

NAK

Data

ARQScenarios

ACK

Frame

tim
e 

ou
t

ACK

Sender Receiver

Sender Receiver

tim
e 

ou
t

tim
e 

ou
t

Sender Receiver

tim
e 

ou
t

tim
e 

ou
t

ACK

Sender Receiver

tim
e 

ou
t

tim
e 

ou
t

X

X

X

Frame

Frame

Frame

Frame

Frame

Frame

ACK
ACK

ACK
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Stop-and-Wait

sender receiver

Frame 0

ACK 0

Frame 1

ACK 1

Frame 0

ACK 0

time

. .
 .

Problem:Keepingthe pipe full.

Example:1.5Mbpslink � 45msRTT = 67.5Kb(8KB). Assuming
framesizeof 1KB, stop-and-wait usesabout one-eighthof the link's
capacity. Want the senderto be ableto transmitup to 8 frames
before havingto wait for anACK.
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SlidingWindow

Idea:Allow senderto transmitmultipleframesbefore receivingan
ACK, thereby keepingthe pipe full. Thereis anupper limit on the
number of outstanding(un-ACKed)framesallowed.

sender receiver

time

. .
 .

. .
 .
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Sender:

� Assignsequencenumber to eachframe(SeqNum)

� Maintainthreestatevariables:

I sendwindow size(SWS)

I lastacknowledgmentreceived(LAR)

I last framesent(LFS)

� Maintaininvariant: LFS - LAR � SWS

SWS<-

LAR
(Last Acknowledgement

Received)

LFS
(Last Frame Sent)

.  .  . .  .  .

� WhenACK arrives,advanceLAR, thereby openingwindow

� Bu�er up to SWSframes
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Receiver:

� Maintainthreestatevariables:

I receivewindow size(RWS)

I last frameacceptable(LFA)

I nextframeexpected(NFE) or last framereceived(LFR = NFE
- 1)

� Maintaininvariant: LFA - LFR� RWSor equivalently
LFA - NFE+ 1 � RWS

<-

.  .  . .  .  .

RWS

NFE
(Next Frame

Expected)

LFA
(Last Frame
Accepted)

� FrameSeqNumarrives:

I if NFE� SeqNum� LFA� ! accept

I if SeqNum< NFEor SeqNum> LFA� ! discarded

� SendcumulativeACK

� Variations

I selectiveacknowledgements

I negativeacknowledgements(NAK)
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SequenceNumber Space

� SeqNum�eld is �nite; sequencenumberswraparound

� Sequencenumber spacemustbe largerthannumber of
outstandingframes

� SWS� MaxSeqNum-1is not su�cient

I suppose3-bit SeqNum�eld (0..7 )

I SWS=RWS=7

I sendertransmitframes0..6

I arrivesuccessfully, but ACKslost

I senderretransmits0..6

I receiverexpecting7,0..5 , but receivessecondincarnationof
0..5

� SWS< (MaxSeqNum+1)/2is correct rule

� Intuitively, SeqNum\slides"betweentwo halvesof sequence
number space
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ConcurrentLogicalChannels

� Multiplexseverallogicalchannelsovera singlepoint-to-point link;
run stop-and-wait on eachlogicalchannel.

� Maintainthreebits of statefor eachchannel:

I booleansayingwhetherthe channelis currentlybusy

I sequencenumber for framessenton this logicalchannel

I nextsequencenumber to expect on this logicalchannel

� ARPANETsupported eightlogicalchannelsovereachgroundlink
(16 overeachsatellitelink).

� Headerfor eachframeincludeda 3-bit channelnumber anda
1-bit sequencenumber, for a total of 4 bits; samenumber of bits
asthe slidingwindow protocol requiresto support up to eight
outstandingframeson the link.

� Separatesreliability from 
ow control andframe order.
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Ethernet

Overview

� History

I Developedby Xerox PARCin mid-1970s

I Roots in Alohapacket-radionetwork

I Standardizedby Xerox, DEC,andIntel in 1978

I Similar to IEEE802.3standard

� CSMA/CD

I carrier sense

I multipleaccess

I collisiondetection

� Bandwidth:10Mbpsand100Mbps

� Problem:Distributedalgorithm that providesfair accessto a
sharedmedium
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PhysicalProperties

� ClassicalEthernet(thick-net)

I maximumsegmentof 500m

I transceivertapsat least2.5mapart

I connectmultiplesegmentswith repeaters

I no more than2 repeatersbetweenanypairof nodes(1500m
total)

I maximumof 1024hosts

I alsocalled10Base5

.  .  .

.  .  .

.  .  .

.  .  .

� Alternativetechnologies

I 10Base2(thin-net): 200m;daisy-chaincon�guration

I 10BaseT(twisted-pair):100m;star con�guration
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FrameFormat

Body CRCPreamble Dest
Addr

Src
Addr Type Postamble

64 48 48 16 32 8

Addresses:

� Unique,48-bitunicastaddressassignedto eachadaptor

� Example:8:0:2b:e4:b1:2

� Broadcast:all 1s

� Multicast: �rst bit is 1

Adaptor receivesall frames;it accepts(passesto host):

� Framesaddressedto its own unicastaddress

� Framesaddressedto the broadcastaddress

� Framesaddressedto anymulticastaddressit hasbeen
programmedto accept

� All frameswhenin promiscuousmode
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TransmitterAlgorithm

If lineis idle:

� Sendimmediately

� Upper boundmessagesizeof 1500bytes

� Must wait 51� s betweenback-to-backframes

If lineis busy:

� Wait until idleandtransmitimmediately

� Called1-persistent (specialcaseof p-persistent)

If collision:

� jam for 512bits, thenstoptransmittingframe

� minimumframeis 64 bytes(header+ 46bytesof data)

� delay andtry again

I 1st time: uniformly distributedbetween0 and51.2� s

I 2ndtime: uniformly distributedbetween0 and102.4� s

I 3rd time: uniformly distributedbetween0 and204.8� s

I giveup afterseveraltries(usually16)

I exponentialbacko�
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Experiences

Observein Practice

� 10-200hosts(not 1024)

� Lengthshorter than1500m(RTT closerto 5� than51� )

� Packet lengthis bimodal

� High-level
ow controlandhostperformancelimit load

Recommendations

� Do not overload(30%utilizationis about max)

� Implementcontrollerscorrectly

� Uselargepackets

� Getthe restof the systemright (broadcast,retransmission)
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FDDI

Overview

� TokenRingNetworks

I PRONET:10Mbpsand80 Mbpsrings

I IBM: 4Mbpstokenring

I 16MbpsIEEE802.5/tokenring

I 100MbpsFiber DistributedData Interface(FDDI)

� BasicIdea

I frames
ow in onedirection:upstreamto downstream

I specialbit pattern(token) rotatesaroundring

I mustcapturetokenbefore transmitting

I releasetokenafterdonetransmitting

� immediaterelease
� delayedrelease

I removeyour framewhenit comesbackaround

I stationsget round-robinservice
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PhysicalPropertiesof FDDI

DualRingCon�guration

(a) (b)

SingleandDualAttachmentStations

Upstream
Neighbor

Downstream
Neighbor

Concentrator (DAS)

SAS

� Eachstationimposesa delay (e.g.,50ns)

� Maximumof 500stations

� Upper limit of 100km(200kmof �b er)

� Uses4B/5B encoding

� Canbe implementedovercopper (CDDI)
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TimedTokenAlgorithm

� TokenHoldingTime(THT): upper limit on how longa station
canholdthe token.

� TokenRotationTime(TRT): how longit takesthe tokento
traversethe ring.

TRT � ActiveNodes� THT + RingLatency

� TargetTokenRotationTime(TTRT): agreed-upon upper bound
on TRT.

� Algorithm

I eachnodemeasuresTRT betweensuccessivearrivalsof the
token

I if measuredTRT > TTRT, thentokenis latesodon't send
data

I if measuredTRT < TTRT, thentokenis early soOK to send
data

I de�ne two classesof tra�c

� synchronousdata: canalwayssend
� asynchronousdata: cansendonlyif tokenis early

I worsecase:2� TTRT betweenseeingtoken

I not possibleto haveback-to-backrotationsthat take 2� TTRT
time
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TokenMaintenance

� LostToken

I no tokenwheninitializingring

I bit error corruptstokenpattern

I nodeholdingtokencrashes

� Generatinga Token(andagreeingon TTRT)

I executewhenjoin ring or suspect a failure

I eachnodesendsa specialclaim framethat includesthe
node'sbid for the TTRT

I whenreceiveclaimframe,updatebid andforward

I if your claimframemakesit all the way aroundthe ring:

� your bid wasthe lowest
� everyoneknowsTTRT
� you insertnewtoken

� Monitoring for a ValidToken

I shouldseevalidtransmission(frameor token)periodically

I maximumgap= ring latency+ maxframe� 2.5ms

I settimerat 2.5msandsendclaimframeif it �res
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FrameFormat

Body CRCDest
Addr

Src
Addr

Start of
Frame Control End of

Frame Status

8 48 48 32 2488

� ControlField

I 1st bit: asynchronous(0) versussynchronous(1) data

I 2ndbit: 16-bit (0) versus48-bit (1) addresses

I last6 bits: demuxkey(includesreservedpatternsfor tokenand
claimframe)

� StatusField

I fromreceiverbackto sender

I error in frame

I recognizedaddress

I acceptedframe(
o w control)
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Network Adaptors

Overview
Typicallywheredatalink functionality is implemented

� Framing

� Error Detection

� MediaAccessControl(MAC)

H
os

t I
/O

 B
us

Adaptor

Network Link

bus
interface

link
interface
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HostPerspective

ControlStatusRegister(CSR)

� Availableat somememory address

� CPUcanreadandwrite

� CPUinstructsAdaptor (e.g.,transmit)

� Adaptor informsCPU(e.g.,receiveerror)

Example

LE_RINT 0x0400 Received packet Interrupt (RC)
LE_TINT 0x0200 Transmitted packet Interrupt (RC)
LE_IDON 0x0100 Initialization Done (RC)
LE_IENA 0x0040 Interrupt Enable (RW)
LE_INIT 0x0001 Initialize (RW1)

& %
CS 4/55201: ComputerNetworks Fall 2001 43 of 47

Chapter2: Data Link Networks Network Adaptors' $

MovingFramesBetweenHostandAdaptor

DirectMemory Access(DMA)

Buffer
Descriptor
List

.  
.  

.

Memory Buffers

100

1400

1500

1500

1500

ProgrammedI/O (PIO)

Adapter Adapter
signal

bits

Node Node

signalling component
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DeviceDriver
InterruptHandler

interrupt_handler()
{

disable_interrupts();
/* someerror occurred */
if (csr & LE_ERR)
{

print_and_clear_error();
}
/* transmit interrupt */
if (csr & LE_TINT)
{

csr = LE_TINT| LE_INEA;
semSignal(xmit_queue);

}
/* receive interrupt */
if (csr & LE_RINT)
{

receive_interrupt();
}
enable_interrupts();
return(0);

}

& %
CS 4/55201: ComputerNetworks Fall 2001 45 of 47

Chapter2: Data Link Networks Network Adaptors' $

TransmitRoutine:

transmit(Msg *msg)
{

char *src, *dst;
Context c;
int len;

semWait(xmit_queue);
semWait(mutex);
disable_interrupts();
dst = next_xmit_buf();
msgWalkInit(&c, msg);
while ((src = msgWalk(&c, &len)) != 0)

copy_data_to_lance(src, dst, len);
msgWalkDone(&c);
enable_interrupts();
semSignal(mutex);
return;

}
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ReceiveInterruptRoutine

receive_interrupt()
{

Msg *msg, *new_msg;
char *buf;

while (rdl = next_rcv_desc())
{

/* create process to handle this message*/
msg = rdl->msg;
process_create(ethDemux, msg);

/* msg eventually freed in ethDemux*/
/* now allocate a replacement */
buf = msgConstructAllocate(new_msg, MTU);
rdl->msg = new_msg;
rdl->buf = buf;
install_rcv_desc(rdl);

}
return;

}
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