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Key property: Adversary can't tell which ciphertext 
corresponds to a given message

?

What does a mix do?



A look under the hood



Basic Mix (Chaum ‘81)
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Ciphertext = EPK1[EPK2[EPK3[message]]]



Server 1 Server 2 Server 3

m1

m2

m3

m2

m3

m1

decrypt

and 

permute

m2

m1

m3

decrypt

and 

permute

decrypt

and 

permute

m2

m3

m1

Basic Chaum-type Mix 
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One honest server preserves privacy





 

 

 





• 
• 


• 
• 
• 









 
 
 

 

 
 

 

 

 



Responder

Client
Initiator



Internet

 
 

 

 




















Client
Initiator


• 





Client
Initiator


• 


• 



Client
Initiator


• 


• 
• 



Client
Initiator


• 


• 
• 
• 



Client
Initiator


• 


• 
• 
• 



Client
Initiator


• 


• 
• 
• 






 
 



 
 







 
 

 

 
 

 


 

 






 


 


 

 





 
 

 


 
 

 

 
 

 

dirrm *



 The initial proxy knows the Onion Routing network 
topology, selects a route, and generates the onion

 Each layer of the onion identifies the next hop in the route 
and contains the cryptographic keys to be used at that 
node.
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