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Abstract that is feasible within the current technology, supports

Security of distributed systems requires both technicahatural social behaviour of human beings, and is iterative
and administrative foundations. Technical foundation isenabling forming of larger communities from smaller
based on cryptographic measures and access controhits.
models, and is considerable well understood. Typically, the hacking community has been arguing
Administrative foundation is based on several non-for the freedom of information. Security community has
technical layers added on top of technical communicatiorbeen opposing by arguing that system intrusion and
protocols. Several models for secure interconnection ohacking, even if no actual harm is caused, is unethical and
information systems suggest common ethics to be theriminal activity that one should not commit to, even if
uppermost layer and base for legal, managerial andechnically possible. The question rising from this conflict
operational procedures. In this paper, ethics as & how can these two groups claim they have a right to tell
foundation of secure interconnection of systems iseach other what is ethical and what is not. Recently, the
critically analysed and several problems of ethical layetrend appears to be that the ethics approved by the
shall be identified. Considering this analysis, a new groupsecurity community is having the law enforcement.
and social contract layer shall be suggested on top oBeveral attempts around the world are made to enforce
ethical layer. The new approach can be enforced withirproper behaviour in the information society by juridical
current technology, supports social behaviour of humammethods. From a stereotypic information security point of
beings, and is iterative allowing forming of larger secureview hackers are seen as criminals, unaware of the results
communities by interconnecting existing secure groups. of their immoral activities making fun out of serious
problems. Hacker community, on the other hand, sees
) information security staff as militants that respecting the
1. Introduction freedom of individual and information.

Ethics is an important facet of comprehensive security Th‘?se C(.)nﬂ'CtS. lead t.o the fur_ldamental resear_ch
of information systems. Research in ethics andauestions within this paper: Is the ethics based foundation

information systems have been also carried outside thgdequate, and how can it be made more feasible. The

information security community. Anyhow, we see that theScongerg;:etzfssivr:pogt'gcl['irgr;te?eOSirgr;'losgfgr'gf‘l taSEECtz']c
relationship of hackers and information security personne omp P . q . yp
echnical and non-technical protection measures but

has not yet been properly analysed. Within this report, hnical | nsidered regarding th
philosophical point of view shall be taken, and problems echnical measures are only considered regarding the
of establishing ethical protection measures agains{eaSIbIIIty of the proposed approach. Feasibility within

violations of information security shall be studied. OurCurrent tech_nology IS a major requirement for a group
major argument is that hacking ethics is significantly based security model, and as will be shown, our prppo_sal
different from information security ethics, and therefore can be gnforced by current secure group communication
major difficulties must be solved to establish widely mechanisms. . .
accepted standards for ethical usage on information ‘uthors attempt to remain neutral, not arguing for or
systems and communication networks. This argument i gainst any of the ethical systems or opinions analysed in
supported by an extensive analysis and comparison gf'S report. We also try to keep our personal
philosophical and ethical theories. This analysis leads ténterpretapon_s of different resu_lts_ neutral and analyse
quite opposite results of the main stream arguments th Sues objectlvely. We are comblnlng'reSL.JIts of t.WO areas
support the need of common ethical foundation for the aF typically provoke strong emot'lons. hacking anq
security of information systems. A new group and Socialethlcs. Therefore, extensive effort is made to remain

contract based security layer shall be added on top o?bjecuve' Opinions presented in this report do not

ethical layer. This addition provides with a framework hecessarily represent opinions Of. quthors or or'g.anisations
’ they represent but due to objectivity and significance to
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the topic, they are included and studied. Instead oforces organisations using Internet for transferring of
judging opinions, we are working for an establishment ofconfidential or other security critical information to
a framework that could both be flexible and effective. Inseriously consider countermeasures against different
this paper, the concept “hacker” refers to a persorinformation security threats. Security of business in
breaking into computer systems or committing into otheradaptive and virtual organisations is not of only
such activities. This is how this concept is commonlytheoretical and scientific interest, but experiences of real
used instead of the original term *“cracker”. Thoselife also highlight the importance and complexity of the
responsible for protecting systems shall be called asssue [6]. A common approach has been to specify and
“security personnel” or “information security personnel”. enforce policies for ethical use of Internet, but - as will be
This concept appears to be more neutral than concetudied within this report - this may not be practically
related to misusers, but there is no - as far as authors ap@ssible.
aware - general concept that is commonly used like An interesting approach to the information technology
“hacker”. has been taken by [34]. The major argument is, that

The analysis shall begin by briefly introducing the fundamental risks of information technology are not in
need for security by analysing the origins of threats inthe technical implementations but in the ideologies
open public networks in section 2. Characteristics ofbehind them. Therefore, information technology should
hackers, and the relationship of computer crime ande used only in strictly controlled circumstances. This
hacking shall be studied in section 3. The relationship obpproach becomes interesting in open, distributed
ethics and information security shall be studied in sectiorsystems, where the major objective is to provide common
4. Different theories and models highlighting the mechanisms that enable wide application of underlying
importance of ethical operations as a fundamentatommunication infrastructure. In public networks the
requirement of information security are surveyed andfundamental ideology is openness. Once organisations
compared to fundamental concepts of ethical theoriesemploy the Internet on the transmission of security
Major section within this paper is section 5 where sensitive information, the underlying ideology is violated.
problems on establishing information security on ethicalAlso, this ideology has, until recently, reduced the interest
operations in public networks are identified and studied inon strong security measures built in communication
detail. Strong evidence against ethics based approagbrotocols. As security measures are reasonable weak,
shall be presented. A new foundation for the security ofattempts to establish the foundation of secure networking
information systems, based on group communicationpased on ethics have been made. This raises the major
shall be established in section 6. Proposed model shall beoncern within this paper. Is the ethical foundation for
evaluated, conclusions drawn and areas of future researéhformation security feasible?
identified in section 7.

3. Aspects on hackers

2. The need for security in open public

communication networks The section is dedicated on studying the question

whether hackers, as specified within this paper, are

The expansion of Internet brings together differentCriminals or not. As this issue is not clear, a reasonable
cultures and societies where norms of ethical andsignificant amount of analysis is dedicated on the topic.
acceptable behaviour, and the role of computing andection 3.1. shall start the analysis by studying
communication networks within the society, vary a lot. characteristics of computer criminals. The relatlpnshlp of
On the other hand, this expansion and evolution has beetgPmputer crime and hacking shall be summarised from
proven to offer significant business opportunities to different points of view in section 3.2. When studying the
corporations and is therefore well justified, the businesdiature of computer crime and hacking, it should be kept
impact of open networks should not be underestimatedn mind that not only hackers commit into immoral
[15]. Especially small business benefit from openactivities. Methods organisations use to monitor the_:lr
networks, but larger corporations need moreemployees should as well be analysed regarding ethical
governmental involvement to gain such benefits [37].application of information technology. According to the
Open public networks support adaptivity of organisationsMacWorld Poll [30], 21.6% of corporations search
that is a fundamental requirement for the success ofmployee files on the authority of executive managers,
organisations at 1990's [2,24,29]. Global, open publicahd only 34.6% of management finds this unacceptable.
networks, such as the Internet, can provide with flexibility I 66.2% of the cases where files were searched,
enabling organisations to quickly adapt to the rapidlyemployees were not warned. Files that were searched
changing business environment. Information security is dncluded electronic work files (73.8%), electronic mail
major business requirement and a critical success factdf1.5%), network messages (27.7%), and voice mail
of information systems. Heterogenicity of open networks(15.4%). Major reasons for this were work flow
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monitoring, investigation of theft or espionage and Morrison [14]. According to them, computer crime can be
performance review. seen as an intellectual game, as a “Land of opportunity”
Further, the question of ethical coordination of for easy crime, as a “Cookie jar” that will easily solve
information services can be applied to questionnaire théinancial or personal problems, as a “soap box” for
ethics of different governmental organisations. Severapolitical expression, as a “fairyland” of unreality, as a
cryptopolicies and governmental initiatives have been settoolbox” for modernising old crime or creating new, or
to restrict application of security enforcement as a “magic wand” that can be programmed to do
mechanisms to enable monitoring of network traffic to anything, or even as a 'battle zone' between managers and
prevent money laundry, drug dealing and other forms oemployees.
organised crime. Discussion of the topic is, anyhow, not Yet another classification is provided by [19] who first
within the scope of this paper. See, for example, [2,11,12tlassifies offenders into Crackers (hackers within the

for details. terminology of this paper), Criminals and Vandals
o o according to the motivation of crime. For crackers the
3.1 Characteristics of computer criminals motivation is access to system or data, no matter what is

the reason behind that approach. Criminals are motivated

Several studies have been conducted to characterisepy personal gaining of the offence, and vandals have pure
potential computer criminal. For example, findings of [8] intention to cause damage. These, partly overlapping,
suggest that a typical computer criminal is 18-46 year oldcategories are further divided into different categories,
highly motivated, acts to seek for challenges andand four types of characteristics: organisational,
publicity, and is energetic, bright, and smiling. This is notoperational, behavioural and resource characteristics.
necessary too satisfactory listing of characteristics. FoConsidering these, the computer crime adversarial matrix

example, how does smiling indicate the potentiality intohas been developed by FBI. Details can be found in [19,
computer crime? Also, the age limit 18-46 years indicategp.65-69].

that almost anyone involved in computer business is a
potential candidate. Findings of Forester and Morrison3.2. Computer crime and hacking
[14] are very different. Computer criminal is summarised
as a loyal, trusted employee, not necessarily possessing The relationship of hackers and computer criminals is
great computer expertise, but been tempted by th@ot clear at all.For example, Angerfelt [3] lists eight
discovery of flaws in computer systems or loopholes informs of computer crime, from which Hacking and
controls and monitoring procedures. Computer criminalsCracking is one. Young [38] divides hackers into utopians
also appeared to be motivated by greed, pressing financiahd cyberpunks. Utopians believe they help the society by
problems, or other personal problems such as alcohol adentifying vulnerabilities and cyberpunks intentionally
drugs. 80% of investigated cases were caused by insidecause harm to institutions and bureaucracies such as
of a company, 25% were carried out by managers oteleoperators they see as deserving harm. Denning [10]
supervisors, 24% by technical staff, and 31% by lowlysuggests a more practical point of view by dividing
clerks and cashiers hacking into traditional hacking and malicious hacking.
These facts are in conflict with the common view of Hackers can be seen as criminals, or they can be seen
computer criminal as a whiz-kid with computer skills as independent computer enthusiasts with a strict moral
much more highly developed than social and ethicalcode preventing activities they concern criminal. Criminal
skills. The question then rises, what makes a person tactivities are mostly concerned with causing harm to the
commit a computer related crime. Four major factors carproperty or information. The code of ethics of
be identified, calledMOMM model [9]. The acronym Knightmare includes as a first statement [13]: “Never
stands for Motive, Opportunity, Means, and Method. Fourharm, alter or damage any computer, software, system, or
major motivations were listed: money, ideology, a person in any way”. Also, if the damage is done, the
compromise, and egotism. For hackers, the majohacker should do what is necessary to correct the damage
motivation is told to be either fun or money, or egotism.and prevent it from occurring in the future. Knightmare
Most of the hackers and virus writers are said to bealso states that no hacker should unfairly profit from a
motivated by egotism, the will to show the superiority of hack, and computer managers should be informed about
one when compared to others by breaking into systemsecurity vulnerabilities. It is interesting to see, that former
and sabotaging them. This appears, anyhow, to be iGreek philosophers see themselves in quite a similar light
conflict with the hacker ethics of a hacker known asthan hackers see themselves. According to Plato [33,
Knightmare [13] who suggests that hackers should nevepp.136]:

harm any system or gain financial benefit from the A philosopher is a lover of wisdom. But this is not the

hacking. The MOMM model is in align with the  gsame thing as a lover of knowledge, in the sense in
motivation factors of computer crime by Forester and \hich an inquisitve man may be said to love
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knowledge; vulgar curiosity does not make a4, Ethics and information security

philosopher. ... Consider a man who loves beautiful

things, who makes a point of being present at new Within this paper, a wide approach shall be taken
tragedies, seeing new pictures, and hearing new musidowards information security. It refers to the protection of
Such a man is not a philosopher, because he loves onipformation assets against violations of confidentiality,
beautiful things, whereas the philosopher loves beautyntegrity, and availability against different threats. There
in itself. The man who only loves beautiful things isis no generally agreed definition of the security of
dreaming, whereas the man who knows absolute beautiypformation systems, and some critics has targeted on this
is wide awake. The former has only opinion; the latterdivision (see for example [4] or [7] for details), but for the
has knowledge. purposes of this paper, it is satisfactory. More important

The similar arguments can easily be made to define gwan the exact definition of information_security are t_he
hacker attempting to achieve something beyond the skilldypes of protection measures requw_ed to proylde
on applying information systems, a deeper understandin ompre_henswe protection of information. Technical
of systems. They tend to see themselves as searchers ptection measures are not alqne enough, but a more
something more than knowledge, the general and deta”e_aomp_rehensn_/e approach_ls requwed,_a_s W'I! be seen later
understanding of the reasons that make systems work] this section. Operational, administrative, ethical,
This is very romantic way of thinking, like is the above Sociological, ~legal, ~and other ~such non-technical
definition of a philosopher, and leads to the fundamentaPfOt€ction measures are required on top of technical
problem of hacking and ethics, to be analysed in detail iProtéction measures to develop and maintain good

section 5. If there is information that hackers think should!nformat!()n secqrity. Typically, ethical aspects and
be free. but the owner of that information wants tomformatlon security awareness are some key factors when

restrict, is it ethical and right to obtain unauthorised®nd users are doing tasks using information technology

access to that information. The first answer seemS$€Curely. Hartmann [16] lists examination levels for
obvious, it should not be done. Anyhow, a more detailed®®MPrenensive information technology security to include
and thoroughfull analysis shows, that the answer is notechnical and technological elements, ~organisational
that simple and obvious. According to Hobbes (1588_elemer_1ts, legal and economical _elements, ar_ld soua_l and
1679) [33, pp.534-535] the natural state of men isecologlcal elements. Along with thes_e, m_formapon
freedom. Before any government is at place, everysecurlty should be studled_fror_n fthe ethlc_:al dimensions.
individual desires to preserve his liberty, not to acquire/\ccrding to Hartmann, ethics in information technology
dominion over others. Conflicts arisen from this are'S such a large question that system d_eSIQners, developers,
escaped by forming different communities in the meangnd users are not alone enough to give answers. Instead,
of a social contract. An obvious interpretation of social€Ntiré society should be involved in the discussion
contract on hackers would be, that hackers are those th§PNcerning responsibilities of different groups involved.
have not agreed the social contract of the community Kowalski [21] has identified four major reasons for

providing information services to users who share theirtthical issues to appear in the computer security research.
social values. First, there is the widening control gap in commercial

The view of a hacker as a protector of the freedom offormation systems. Control gap can be further divided
information and liberty of human beings may be difficult Nt© three categories: Technological gap, socio-technical
to fit into the characteristics of a typical computer 98P, and social gap. Technological gap is between what
criminal. The law enforcement currently appears tothe reality and expectations of the capabilities of security

criminalise system intrusion. This leads to several€Nforcing functions. Socio-technical gap is the

problems in understanding the behaviour of computelnconsistency between socially expected norms and
criminals. If it is assumed that systems are adequatelfOMPUter security policies, and the social gap refers to

protected, and still intentional violations occur, the ndividuals not acting according to expected social norms.

assumptions as computer criminals as ordinary employeesecond, ethics may be the common language for
getting the opportunity can be forgotten. Denning [m]spe(:lallsts of different areas, and can be understood also

suggests that, as the hackers are very different froldy 9roups outside the computing community. Third,
criminals finding computers as a new tool. Instead ofcurrent systems are so large that there are no implicit
criminalising their activities, it would be of best interest t€chnological control structures to manage them. Instead,
of all if co-operation could be established and newMOSt systems are managed by individuals’ implicit
approaches developed. This co-operation leads to thgontrol structures that are built on the framework of
analysis of questions like should hackers be employed tgthlcal prlnc_lples. Fourth, there is t_he need for top-down
identify potential secure breaches of systems. ThigPProach, like to ISSI (Information Systems Secure

: : Interconnection) -model. According to ISSI, five non-
uestion typically provokes controversy but shall not be . '
19urther stu)él?ed W)i/thFi)n this paper. Y technical layers are added on topQ@%l protocols. The
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uppermost of these is ethical layer, that is a good startingeontological (rule-based) ethics and consequential
point to reach agreements between users and systems. ethics. Deontological ethics states that there are things

Ethics in information system has been widely studiedthat should be done and things that should not be done.
also outside the information security communiBour  Virtue is seen as an end of ethical activities. According to
major topics that ethics should address in informationconsequential ethics, what is done is not essential but the
technology are [25]: value of activities is determined by the outcome. Virtue is
Privacy What information about one's self or one's seen as a means to achieve the desired good outcome.

associations must a person reveal to others, under what Information security specialists tend to deontologically
conditions and with what safeguards? What things carspecify what is ethical behaviour and what is not. On the
people keep to themselves and not be forced to reveal tother hand, typical approach among hackers is that their
others? activity provides good outcome for the information
Accuracy Who is responsible for authenticity, fidelity, security community by identifying vulnerabilities in
and accuracy of information? Similarly, who is to be systems. These approaches unfortunately are in a strong
held accountable for errors in information and how isconflict. Further depth into the conflict can be found by
the injured party to be made whole? introducing another dimension to the classification of
Property Who owns information? Whatre the just and ethical theories into two categories: Phenomenologist vs.
fair prices for its exchange? Who owns channels,Positivist and individualist vs. collectivist ethics:
especially the airways, through which information is Phenomenologism vs. PositivismAccording to the
transmitted? How should access to this scare resourcephenomenological school, what is good is given in the
be allocated? situation, derived from the logic and language of the
Accessibility What information does a person or an situation or from dialogue and debate about “goodness”
organisation have a right or a privilege to obtain, under per se. Positivism encourages us to observe the real
which conditions and within what safeguards? world and derive ethical principles inductively.

These four questions are the major concerns in théndividualism vs. Collectivism According to the
discussion of ethical dimensions of information security individualistic school, the moral authority is located in
and hacking. The personal responsibility of individuals to the individual, whereas collectivism says that a larger
respect these facets enters an essential role. If thecollectivity must care the moral authority.
approach towards society and networks is very different, Major schools, based on these concepts, can be listed
groups can not trust on the respect of otgeoups to be Collective Rule-Based Ethics, Individual Rule-
towards the facets. The situation becomes even morBased Ethics, Collective Consecuentialists, and Individual
difficult when one group intentionally takes violations of Consecuentialists. A more detailed analysis of these
the protection established to clarify these questions as eoncepts is not required for the purposes of this paper. A
challenge and merit within their society. detailed analysis of these schools is provided by Laudon

Still we have not given a specification for the [22]. A more comprehensive analysis on ethics from the
fundamental concept within this paper, ethics. Ainformation technology point of view is given, for
definition or ethics regarding information systems can beexample, by [35].
given, for example, as by James Moor [27]. Ethics is seen ] . )
as an analysis of the nature of social impact of computeP. Problems with ethical foundation
technology and the corresponding formulation and
justification of policies for the ethical use of technology.
If this is linked to information security and ethics, as

Different views of information systems can be roughly
considered as different social contracts. The purpose of a

aocial contract is to voluntarily escape the potential
ethics appears to be the base for the entire informatioEonflict caused by ultimate freedom of each individual by

security development. Questions related to the ethics i prming groups and dele_zgating auth_orl'Fy_to some instance.
information security should be expanded to cover entiré*aCkers can be con5|de_red as |nd|_V|duals, who have
ethical use of information and information systems. fagreed upon a very different social contracts thz_an
The need for ethics in general can be, for example'nfo.rmatIon security p_e_rsonr_lel._ They tend to maintain
justified by the greed of people. According to the their freedom and mdlwduah;y in the controlled world.
utilitarian school [33, pp.745], ethics is necessary becausgor example, according to Knightmare [13]:
man desires conflict. Conflict is caused by egotism, most What I'm about to do is give my own version of the
of people are interested in their welfare than that of Hacker's Ethic. This is a set of beliefs that | have about
others. Therefore, ethics have two purposes: to find the world of computers. It may not be what you believe,
criteria to distinguish between good and bad, and to but that's all right. Hacking has to do with
promote good desires and discourage bad ones. To makdndependence.
this difference, two basic approaches can be taken:
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This may lead into severe difficulties in bridging the arises on how to expect that those, who disagree with it
cap between hackers and information security personnelwould follow it?
Even if the importance of common ethics in Jean Jacques Rousseau (1712-78) [33, pp.660-674]
comprehensive security of information systems isstated that in the development from the state of nature,
recognised, there are problems. For example, according there comes a time when individuals can no longer
Kowalski [21]: maintain themselves in primitive independence. It then

Computer security administrators are realizing that Pécomes necessary to self-preservation that they should

ethics can function as the common language for all thednite and form a society. The essential question then
L L . The fundamental question, to which social contract is to
The conflict is clear. Hackers tend to maintain their

individualism and independence by their approachprOVide an answer, is to find a form of association which

towards ethics and computing. while on the other han ill defend and protect with the whole common force the
: puting, . erson and goods of each associate, and in which each,
ethics should be commonly agreed upon by differen

. ) -~ while uniting himself with all, may still obey himself
groups r_elated to mforr_nanon systems. In the networ_klngalone and remain as free as before. Rousseau indicated
community, where different cultural and technical ' '

information security problems increase, the adoption Ofcl_early, that each individual should obey the common

common ethics becomes even more difficult [28] Thedlrection, and those not obeying the general will should
) i i be forced to do so. The social contract of Rousseau has
important concept becomes cultural relativism [17]. In

. several implications that lead to the society too far from

cultural relativism, it is assumed that each judgment |solélr society to be acceptable.

based on personal values, and personal values are base 'An opposite view was taken by Immanuel Kant (1724-

i?n Lheecgumltel,lsre ghbevilgdlswciﬁzlt 'Se?ﬁiscﬁ'af;: v;gh.r:gere:‘gre,lgm) [33, pp.675-690]. He stated that each man is to be
L us -t u y yregarded as an end in himself. His doctrine of the Rights

significantly between different cultures. According to of a Man and his love of freedom is shown in his saying

cultural relativism, hacking and information security are “There can be nothing as dreadful than that actions of a
different cultures, and therefore they are not capable OFnan should be subject to the will of another”. This

judging each others values. ; I :
Ethical protection measures intend to provide aanyhow, leads to the impossibility of agreeing when two

common high moral code for the usage of communicatiorPeOple'S interests ~ conflict and to the democratic
hetworks. AS shall be studied within this paper. it is very2SSUMmPtion, that each opinion should be counted equally
o > paper, Ywhen making decisions that affect many.

difficult to find common values between hackers and

) . . These examples do not cover all tfiscussion about
!nforr_n_atlon security personnel. As these values can not bgocial contracts and ethics in history. They do, anyhow
identified, there is no need for common moral code to y ' '

protect these values. Plato searched for a Commohlghllghtthe different approaches taken towards the rights

foundation for moral considerations, but after Hegel f an individual with respect to the law enforcement. As

cultural relativism has had more important impact Thethe current trend - appears to criminalise = hacking,
P pact. introduction of these views may be necessary. Alignment

truth values of ethical value statements are subjective angf the law enforcement against hacking with the

can therefore not be transferred from one moral system Qemocratic rules of modern society may not be simple
another. Universality is a fatal requirement for ethical andFor example, The democracy principle of OECD [1]'

moral systems, especially when the relationship of CUItur?equires that the security of information systems should
and moral is agreed upon. be compatible with the legitimate use and flow of data

sh?lfl dsgg%istgd Igyaltherotlesciilorqn%deeal’su?églczln mgsvsﬂ;e%nd information in a democratic society. The important
p legal p - ANy ’ estion is whether criminalisation improves the situation

enforcement easily becomes the uppermost of the types Q : :

i : r makes it worse. According to general theory of
protection measures. According to Joh_n Locke (16.32' eterrence, the threat of pun?shmegt, along Witr¥ the
t107ot)n§§ ’ ;?ég(k)ggio]hﬁg% ZL:rTw?Q breolngrthasAtr?ehg\?vh robability of being caught if some illegal action is taken,

P o . o Property. ANynow. 5 s in preventing misuse of different resources. It has
typically societies reqwre_thls right to be transformed |ntobeen shown that severity of punishment, when controls
law ?nforcem_ent_ authorltles_._Russ_eII states [33, pp'608]:slre established to improve the probability of detection,
that “The beginning of a politic society depends upon th as a significant impact on reducing computer misuse

consent of the individuals to join into and make one[23,36]. On the other hand, the criminalisation of hacking

society”. In the terms of information security, this refers may lead into the growth of computer underground. In
to the agreement of common rules for adequate behawo%lct, there is little evidence that punishment will in the

B o e e 1 soCiong run redce he number of offences, but may ever
9 q Rave an opposite impact [10,26]
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From the philosophical point of view, the important considered adequate. As security of information systems
concept in legislation becomes utilitarianism [33, pp.740-requires both technical and non-technical measures,
747]. An important character is Jeremy Bentham whospecial effort must be paid on the assurance that all
stated that good is happiness in general, but also eaahethods support each other and do not set contradictory
individual pursues what he believes to pursue his owror infeasible requirements for each other. Security
happiness. The justification of criminal law is its capacity protocols have been established for secure group
to make the interests of the individual coincide with thosecommunications (see, for example [18,31,32]), and
of the community. Crime is punished not for revenge ortherefore the uppermost level in the extended ISSI (elSSI)
hate but for the prevention of crime. Therefore, themodel can be enforced using existing technology.
punishment should rather be certain than severeAdditionally, a concept called threshold cryptography can
Properties of good legislation were subsistencebe used to justify the feasibility of group behaviour. In
abundance, security and equality. Liberty was nottraditional cryptography, participants in communications
mentioned. Bentham’s ethics has some obvious logicatither share a secret key for encryption and decryption of
conflicts, like how to expect that law enforcement messages or posses a secret key of their own and a private
authorities are capable of working for common good,key of other communicating party. Additionally, these
since humans are driven by a seek of personal goodkeys and different cryptographic algorithms are used for
Anyhow, these conflicts shall not be studied within this digitally signing documents in order to provide assurance
paper. This is a commonly agreed problem in informationfrom the identity of a person and to prevent non-
security. Investigation and prosecution require detailedepudiation of participation. In threshold cryptography,
understanding from both law and information technology.secrets are divided and distributed to several members of
As there is a lack of qualified law enforcement personnelthe organisation and commitment into communication
the justification of juridical measures as enforcement ofrequires acceptance of a specified sub group of secret

ethics can be questionned. holders. This reduces the possibility of misuse of secrets
when some participants are dishonest and reduces the
6. Extended ISSI model need for sharing full secrets among several parties.

. . . To motivate the new layer, let us briefly summarise the

.T(.) establish a new foundation for the_ security OfI Sl-model [21]. Technical protection measures are

distributed systems, three fundamental requirements sh udied regarding the OSI protocol stack. Even though not
be set for the proposed framework: First, the frameworlgNidely implemented and commonly replaced by TCP/IP
must support the natural behaviour of human beings wit rotocol suite, OSI provides with a well-established
establishment of social contracts. Second, the framewor amework for, layered communication protocols. It is

must be iterative in the sense that large systems can t?/ﬁdely used as reference for education and research of

composed from smaller 'sub systems. Third, theya, communication networks. As the focus of this paper
Framework must be feasible within current technologies. is not on actual communication protocols, there is no need

Ff||r_s: req_u[[remt?]ntb 'f] c_rumalft(k)] guara;t_ee tha_tth_noto replace this part of the model. On top of technical
coni |tcs_ exIs WII de' a;/rl]our Ot ltjmfan b?'ng.stwg t'ndprotection measures is a layer of secure operation of
society in general and in thé context of public distribute systems. This is well justified since there is a great need

systems. This requirement is satisfied by the group operate systems in a secure manner to make sure

establishment procedure. As has been shown, it is §ecurity enforcement technologies are properly applied.
natural tendency of human beings is to form 'nformalFurther the 1SSI model assumes managerial and

groups that can be formalised. Humans within a group cafyministrative layers on top of operational layer. This is
b? _expected to follqw_ the ac_ceptable code of conduc, align with commonly agreed view that comprehensive
within that group. Similarly, different groups can form ¢ mation security requires participation of several
Iarge_r groups, that is essential to Sat'SfY the secon dministrative layers and strongly depends on the
requirement. The model must support forminggoups anagerial commitment. Inclusion of legal and ethical
first of human beings, and then by combining groups angpe g yres is also justified. As has been shown within this

establishing communication links between different paper, there is a need for legal and ethical measures to

groups. This "is supported by _the nature of grOUpprovide with comprehensive security of information
behaviour. As groups expand, it is not only thedups systems

get new members, but different groups with common Ethics being the top layer has anyhow a significant

interests act in co-operation to achieve their goals. As th:graw back. As has been shown within this paper, an

goal is common for each participant, agreement of soci ssumption of ethics being the foundation for security is
contract can be expected over original group boundarles.far too optimistic and can not be enforced due to the

b Thw? ObJSCtB/e |ts or?vul)us_. A}ny solution that can ?OL heterogenicity of public networks. Therefore, ethics can
¢ eniorce y lechnological measures canh no %nly be enforced within groups that agree upon common
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Figure 1. Extended ISSI model

ethical norms and terms of acceptable usage oestablishment should be the major concern of non-
information systems. This commitment can originate fromtechnical aspects. The two phases are ethics negotiation
various factors. Motivating factor towards agreement ofand ethics enforcement:
common norms for operation of systems at theEthics negotiation phaseis where organisations or
organisational level could be common business interests. individuals representing themselves negotiate the
On the individual level, terms of employment or codes of content of ethical communication agreement over
conduct within the peer group can be the driving factor. specific communication channels.
These assumptions are, anyhow, not valid outside of th&thics enforcement phaseis where each organisation
groups involved. Therefore, there is a need to extend the enforces changes in the ethical code of conduct by
ISSI-model by adding a group and social contract layer on specifying administrative and managerial routines,
top of ethical layer. Each group can be separated from operational guide lines, monitoring procedures, and
other groups by technical and procedural measures, andsanctions for unacceptable behaviour.
ethics and other requirements can be expected to be Organisations or individuals involved in negotiation
enforced only within groups. Enforcement of ethical should code desired ethical norms in terms of acceptable
measures among different groups may not necessarily deehaviour within the information processing. Agreement
feasible. In the case of different groups willing to actshould be searched and once reached, contract made and
together to satisfy common objectives, thedSSI  agreed norms enforced throughout the organisation. In the
framework supports generation of larger groups byoptimal case, ethics has the law enforcement and juridical
combining different potentially hierarchical systems thatactions against violations can be prosecuted in court. This
agree same ethical norms. Construction of a larger groumay not be the case in most rules, and therefore layers
from one independent group and a joint group of twobelow legal layer are required. First comes the
other groups is illustrated in figure 1. The major commitment of top management (administrative layer).
difference to other layers is that group layer must coveiTop management has a duty of ensuring secure processing
entire system, and no agreements can be trusted ovef information and authority to set organisation-wide
group boundaries. policies, such as norms of acceptable processing of
Protocols for external communication have to beinformation agreed upon in the ethics negotiation phase.
carried out via ethical layer. Especially in the case ofThis authority is then delegated to lower management
potential group inclusion it is important to communicate layers (management layer) where the operational
starting from ethical layer and in the case of positiveprocedures are adapted to the changing norms regarding
result, enforce the enhanced ethics within both peeprocessing of information. Management is in charge of
groups. As each member in both groups has agreed thapecifying and enforcing (with the support of technical
common ethical principles, enforcement of measure groupersonnel) secure operation (operational layer) of systems
wise is a feasible task. Since the group communicationin order to satisfy upper level requirements and to make
can be carried out in a secure fashion, as provided bgure that technical protection measures (OSI layers) are
secure group communication technologies, the groumdequate and cost-effective. Furthermore, various feed
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back mechanisms are implemented to monitor changes in Several models suggest, that social and ethical
the processing environment and changing requirementsneasures should be on top of the protection measures to
Depending on the severity of required alterations,provide with an adequate protection of information in
reflections reach different layers and alterations need tglobal systems. These measures would establish a base for
be propagated throughout the organisation to lower layersaadequate legislation, where organisations could base their
) ] security work on. Currently, it appears that the situation is
7. Evaluation, conclusions and future work not as suggested by theories. As there is no consensus on
the ethical aspects of information security, the law
enforcement is taking the role of providing guide lines on
Bthical behaviour. This problem has been approached by
establishing an extension to the ISSI model for security
interconnection of information systems. Extended ISSI-
model (elSSI) adds a group establishment and social
contract layer on top of ethical measures to provide an
approach that is to align with the human behaviour,
upports iterative interconnection of different groups, and
feasible within the current technology.
As the focus of this paper has been on the analysis of
e need for an extended approach, the two components

In the protection of global distributed systems that
employ open public networks, there is a great demand t
clearly specify what are individuals' rights and
responsibilities regarding to those networks. The
distributed global nature of networks makes this a
significantly difficult task. The lack of centralised
authority, and differences in moral codes between
different groups, such as original developers of networks
business users, private users and governmentg,
organisations easily lead to significant inconsistencies
between operational policies and methods how thes?n

policies are enforced. All these groups have significantlyOf the application of group layer at elSSI model, ethics

dlﬁzerenkt objzc'gvel:s ff‘”d dr_?fquwetmentz fordthg huse Ofnegotiation phase and ethics enforcement phase, have not
networks, and balancing difierent needs and WISNeS Maya o, siydied in detail. The major need for future research

be a difficult task. is the identification of factors having impact on a

¢ 'Ir;he obvious guestion of th_|s 6:.”365 'St thali Its It Féosst'blleiuccessful ethics negotiation phase, and analysing the
0 have a common communication NEWork 10 a0apt ak,, ngaries  of  acceptable  refinements ~ within

different needs and requirements. Can network protocol

d ¢ be desianed h that all ! N %ganisations. If these issues shall not be addressed,
anad systems be designed such that all environments a expected conflicts may occur and cause severe threats
usages are expected to adapt into same fundamen

; . the security of information systems.
features. Protocol stack design has focused on hiding" 1o major question here is, that whether the ethical
technical details of Iower_ Ia_yers from upper Iayers_, but ontract is transitive, and are the changes required in the
can fundamental transmission protocols be dupllcatecgroup expansion acceptable. Therefore, expansion
under same higher layer protocols to provide VayiNGrequires  broadcasting of new issues’ throughout
ISeveIs IOf sscur_lty W':]hOUt Ik;)smg dthe_ |nterFerab|llty. organisations to identify possible conflicts with previous
cveral exiensions have been designed to COMMOR,es jterative negotiations are required to find a solution

TCP/IP protocol suite to provide security at I.P Iayer'that satisfies all parties. Conflicts in requirements may
though fundamental issues of protocol operations MaYead to violations of code of conduct, and therefore

!ead to severe security problems._ T_he balance be.tweemcrease the risk of becoming susceptible to an attack. To
interoperability, low cost and security is not easy to find.

The i b licated wh support these negotiations, the question arouses on
wud € Issue tecr?mesl even morel (;O(Tp Lca ed w .f'guitable mechanisms for coding ethical norms. Without a
studying —non-technical  1Ssues refate 0 secun ygenerally accepted coding mechanism, group negotiation

p:r(:_cestsmg ofdlnformatlorr:. E_stabllsrt\metz_nt Off _afcomr?onphase can not be fully utilised. The major area of future
ethics to provide comprenensive protection ot INformation e ge5rcp Jies in specifying mechanisms for formulating
resources in global communication networks

tensivel licated task. Bridaing th bet 'S thee norm bases and reason about them.
extensively complicated task. bridging th€ cap DEWeen —q,mative positions and deontic logic has been applied

hackers and information security personnel is d'ﬁ'cu“’.on the specification of technical security requirements

whe_reas extreme necessary, task. Fro”_“ the ethical pol 0] and the most desirable approach should be expansion
of view, the two approaches towards ethics, consequenti f these theories to cover entire spectrum of security

presented by hgcker community, and de(.)ntomg'calrequirements from technical to ethical and social contract
presented by the information security community, are th el

source of conflict. Current trend appears to bridge this cap

by law enforcement, that is suggested to be efficienfReferences
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