1Fall 2002, Lecture 03Input / Output (I/O)nCPU and device controllers all use acommon bus for communicationnSoftware-polling synchronous I/OlCPU starts an I/O operation, andcontinuously polls (checks) that deviceuntil the I/O operation finisheslDevice controller contains registers forcommunication with that devicenInput register, output register Ñ for datanControl register Ñ to tell it what to donStatus register Ñ to see what itÕs donelWhy not connect all I/O devices directly toCPU? Why notÉ memoryÉ?

CPUDiskController

PrinterController

Tape DriveController

MemoryController

2Fall 2002, Lecture 03Input / Output (I/O)(cont.)nTerminologylSynchronous I/O Ñ CPU execution waitswhile I/O proceedslAsynchronous I/O Ñ I/O proceedsconcurrently with CPU executionnInterrupt-based asynchronous I/OlDevice controller has its own processor,and executes asynchronously with CPUnDevice controller puts an interrupt signalon the bus when it needs CPUÕs attentionlWhen CPU receives an interrupt:1.It saves the CPU state and invokes theappropriate interrupt handler using theinterrupt vector (addresses of OSroutines to handle various events)2.Handler must save and restore softwarestate (e.g., registers it will modify)3.CPU restores CPU state

3Fall 2002, Lecture 03Input / Output (I/O)(cont.)nMemory-mapped I/OlUses direct memory access (DMA) Ñ I/Odevice can transfer block of data to / frommemory without going through CPUlOS allocates buffer in memory, tells I/Odevice to use that bufferlI/O device operates asynchronously withCPU, interrupts CPU when finishedlUsed for most high-speed I/O devices(e.g., disks, communication interfaces)

CPU I/O device memory

I/O commands datadata

4Fall 2002, Lecture 03Storage StructuresnAt a given level, memory may not be asbig or as fast as youÕd like it belTradeoffs between size and speednPrinciple of Locality of Reference leadsto cachinglWhen info is needed, look on this levellIf itÕs not on this level, get it from the nextslower level, and save a copy here incase itÕs needed again sometime soon

Registers

Level 1 Cache

Level 2 Cache

Disk (Virtual Memory)

Disk (File System)

FAST

SLOW

SMALL

LARGE

Backup Tape

Main Memory

5Fall 2002, Lecture 03Magnetic DisksnProvide secondary storage for system(after main memory)nTechnologylCovered with magnetic materiallRead / write head ÒfloatsÓ just abovesurface of disklHierarchically organized as platters,tracks, sectors (blocks)nDeviceslHard (moving-head) disk Ñ one or moreplatters, head moves across trackslFloppy disk Ñ disk covered with hardsurface, read / write head sits on disk,slower, smaller, removable, ruggedlCDROM Ñ uses laser, read-only, high-densitynOptical Ñread / write

6Fall 2002, Lecture 03ProtectionnMultiprogramming and timesharingrequire that the memory and I/O of theOS and user processes be protectedagainst each otherlNote that most PCs do not support thiskind of protectionnProvide protection via two modes of CPUexecution: user mode and kernel modelIn kernel / privileged / supervisor / monitormode, privileged instructions can:nAccess I/O devices, control interruptsnManipulate the state of the memory (pagetable, TLB, etc.)nHalt the machinenChange the modelRequires architectural support:nMode bit in a protected registernPrivileged instructions, which can only beexecuted in kernel mode

7Fall 2002, Lecture 03I/O ProtectionnTo prevent illegal I/O, or simultaneousI/O requests from multiple processes,perform all I/O via privileged instructionslUser programs must make a system callto the OS to perform I/OnWhen user process makes a system call:lA trap (software-generated interrupt)occurs, which causes:nThe appropriate trap handler to be invokedusing the trap vectornKernel mode to be setlTrap handler:nSaves statenPerforms requested I/O (if appropriate)nRestores state, sets user mode, andreturns to calling program

8Fall 2002, Lecture 03Memory ProtectionnMust protect OSÕs memory from userprograms (canÕt overwrite, canÕt access)lMust protect memory of one process fromanother processlMust not protect memory of user processfrom OSnSimplest and most common technique:lBase register Ñsmallest legal addresslLimit register Ñ size of address rangelBase and limit registers are loaded by OSbefore running a particular processlCPU checks each address (instruction &data) generated in user modenAny attempt to access memory outside thelegal range results in a trap to the OSnAdditional hardware support is providedfor virtual memory

9Fall 2002, Lecture 03CPU ProtectionnUse a timer to prevent CPU from beinghogged by one process (eithermaliciously, or due to an infinite loop)lSet timer to interrupt OS after a specifiedperiod (small fraction of a second)lWhen interrupt occurs, control transfersto OS, which decides which process toexecute for next time interval (maybe thesame process, maybe another one)nAlso use timer to implement time sharinglAt end of each time interval, OS switchesto another processlContext switchÊ= save state of thatprocess, update Process Control Blockfor each of the two processes, restorestate of next process

10Fall 2002, Lecture 03Computer Architecture & OSnNeed for OS services often drivesinclusion of architectural features in CPU:

OS Service

Hardware SupportI/Ointerruptsmemory-mapped I/OcachingData accessmemory hierarchiesfile systemsProtectionsystem callskernel & user modeprivileged instructionsinterrupts & trapsbase & limit registersScheduling &timersError recovery