1Fall 2002, Lecture 16Network Communication(Mostly Review)nSystems communicate according to aprotocol Ñ a set of rules that govern thesequence, format, content, and meaningof messages sent between the systemsnConnection-oriented communicationlInformation delivered as a stream of bytes,in correct orderlConnect, exchange data, releasenConnectionless communicationlInformation delivered as a set of packetslPackets may be delivered out ofsequence, must be reassembledlMay be reliable Ñ data will reachdestination, otherwise sender will benotified of an errorlMay be unreliable Ñ data may not reachdestination, sender never notified of errors

2Fall 2002, Lecture 16Protocol LayersnNetwork communication is divided upinto seven layerslEach layer deals with one particularaspect of the communicationlEach layer uses a set of routinesprovided by the layer below itlEach layer ignores lower-level (andhigher-level) details and problemsnEach layer takes a message handeddown to it by a higher layer, adds someheader information, and passes themessage on to a lower layerlEach layer has the illusion of peer-to-peercommunicationlEventually the message reaches thebottom layer, and get physically sentacross the network

3Fall 2002, Lecture 16ISO OSI 7-Layer ProtocolDistributed Operating Systems, Tanenbaum, Prentice Hall, 1995

4Fall 2002, Lecture 16ISO OSI 7-Layer Protocol SummarynApplication layer Ñ provides networkaccess to application programslTelnet, ftp, email, web browsersnPresentation layer Ñ provides freedomfrom machine-dependent representationsnSession layer Ñ provides communicationbetween processes, error recoverylNot required in connectionless commun.lExample: Remote Procedure Call (RPC)nTransport layer Ñ reliably transfersmessages (broken into packets) betweenhosts, error control for out-of-sequenceand missing packetslExamples: TCP (connection-oriented),UDP (connectionless)

5Fall 2002, Lecture 16ISO OSI 7-Layer Protocol Summary(cont.)nNetwork layer Ñ provides switching androuting needed to (1) establish, maintain,and terminate switched connections, and(2) transfer data (packets) between endsystemslExamples: IP (connectionless), X.25(connection-oriented)nData link layer Ñ reliably transferspackets (broken up into frames) over acommunication link, error / flow controllExamples: EthernetnPhysical layer Ñconverts 1s and 0s intoelectrical or optical signals, and transmitsframes of bits across a wire / cablelExamples: RS-232-C (serialcommunication lines), X.21

6Fall 2002, Lecture 16TCP / IP ProtocolnUpper layerslftp Ñ file transfer protocolnSends files from one system to anotherunder user commandnHandles both text and binary filesnSupports userids and passwordsltelnet Ñ remote terminal protocolnLets a user at one terminal log onto aremote hostlsmtp Ñ simple mail transfer protocolnTransfers mail messages between hostsnHandles mailing lists, forwarding, etc.nDoes not specify how mail messages arecreatedlnsp Ñ name server protocolnMaps names into IP addressesnA domain may be split into subdomainsnName severs are usually replicated toimprove reliability

7Fall 2002, Lecture 16TCP / IP Protocol (cont.)nTransport layer (messages & packets)lTCP Ñ Transmission Control ProtocolnConnection-oriented (3-way handshake)nOn transmit side, breaks message intopackets, assigns sequence numbers, andand sends each packet in turnÐSends to a particular IP address and portÐFlow control Ñ doesnÕt send more packetsthan receiver is prepared to receivenOn receive side, receives packets,reassembles them into messagesÐComputes a checksum for each packetand compares it to checksum sent,discards packet if checksums donÕt agreeÐReorders out-of-order packetsnReliableÐPackets must be acknowledgedÐIf sender doesnÕt receive anacknowledgment after a short period, itretransmits that packetnCongestion control Ñ donÕt overwhelm thenetwork

8Fall 2002, Lecture 16TCP / IP Protocol (cont.)nNetwork layer (routing packets)lIP Ñ Internet ProtocolnConnectionlessnUnreliableÐPackets may be lost, duplicated, ordelivered out of ordernForward packet from sender through somenumber of gateways until it reaches thefinal destinationÐA gateway accepts a packet from onenetwork and forwards it to a host orgateway on another networknDestination has specific Internet address,which is composed of two parts:Ðnetwork part Ñ network the host is onÐaddress part Ñ specific host on networknRouting is dynamic Ñ each gatewaychooses the next gateway to send thepacket toÐGateways send each other informationabout network congestion and gatewayswhich are down

9Fall 2002, Lecture 16TCP / IP Protocol (cont.)nData link / (packets & frames)physical layers (1s and 0s)lEthernetnConnectionlessnUnreliablenNetwork is a busÐBroadcast to anyone who cares to listennTransmissionÐCarrier sense: listen before broadcasting,defer until channel is clear, then broadcastÐCollision detection: listen whilebroadcastingÈIf two hosts transmit at same timeÑcollision Ñ the data gets garbledÈEach jams network, then waits arandom (but increasing) amount oftime, and tries againÐThis is called CSMA/CD (carrier sensemultiple access, with collision detection)ÐFrames contain checksumnEvery Ethernet device (everywhere in theworld!) has a unique address