1Fall 2002, Lecture 20DeadlocknConsider this example:

Process A

Process BprinterÐ>wait( );diskÐ>wait( );disk->wait( );printer->wait( );print fileprint fileprinter->signal( );disk->signal( );disk->signal( );printer->signal( );nDeadlock occurs when two or moreprocesses are each waiting for an eventthat will never occur, since it can only begenerated by another process in that setnDeadlock is one of the more difficultproblems that OS designers facelAs we examine various approaches todealing with deadlock, notice thetradeoffs between how well the approachsolves the problem, and its performance/OS overhead

2Fall 2002, Lecture 20Deadlock (cont.)nOS must distribute system resourcesamong competing processes:lCPU cycles preemptablelMemory space preemptablelFiles non-preemptablelI/O devices (printer) non-preemptablenA request for a type of resource can besatisfied by any resource of that typelUse any 100 bytes in memorylUse either one of two identical printersnProcess requests resource(s), usesit/them, then releases it/themlWe will assume here that the resource isre-usable; it is not consumedlWaits if resource is not currently available

3Fall 2002, Lecture 20Deadlock ConditionsnThese 4 conditions are necessary andsufficient for deadlock to occur:lMutual exclusion Ñ if one process holdsa resource, other processes requestingthat resource must wait until the processreleases it (only one can use it at a time)lNo preemption Ñ resources arereleased voluntarily; neither anotherprocess nor the OS can force a processto release a resourcelHold and wait Ñ processes are allowedto hold one (or more) resource and bewaiting to acquire additional resourcesthat are being held by other processeslCircular wait Ñ there must exist a set ofwaiting processes such that P0 is waitingfor a resource held by P1, P1 is waitingfor a resource held by P2, É Pn-1 iswaiting for a resource held by Pn, and Pnis waiting for a resource held P0

4Fall 2002, Lecture 20Deadlock PreventionnBasic idea: ensure that one of the 4conditions for deadlock can not holdnMutual exclusion Ñ if one processholds a resource, other processesrequesting that resource must wait untilthe process releases itlHard to avoid mutual exclusion for non-sharable resourcesnPrintersnFilesnI/O devices or network connectionslFor printer, avoid mutual exclusionthrough spooling Ñ then process wonÕthave to wait on physical printerlHowever, many resources are sharable,so deadlock can be avoided for themnRead-only files (binaries, perhaps)nMost files in your account

5Fall 2002, Lecture 20Deadlock Prevention(cont.)nNo preemption Ñ resources arereleased voluntarily; neither anotherprocess nor the OS can force a processto release a resourcelTo avoid, allow preemptionnIf process A requests resources that arenÕtavailable, see who holds those resourcesÐIf the holder (process B) is waiting onadditional resources, preempt theresource requested by process AÐOtherwise, process A has to waitÈWhile waiting, some of its currentresources may be preemptedÈCan only wake up when it acquiresthe new resources plus anypreempted resourcesnIf a process requests a resource that cannot be allocated to it, all resources held bythat process are preemptedÐCan only wake up when it can acquire allthe requested resourcesnOnly works for resources whose state canbe saved/restored (memory, not printer)

6Fall 2002, Lecture 20Deadlock Prevention(cont.)nHold and wait Ñ processes are allowedto hold one (or more) resource and bewaiting to acquire additional resourcesthat are being held by other processeslTo avoid, ensure that whenever aprocess requests a resource, it doesnÕthold any other resourcesnRequest all resources (at once) atbeginning of process executionÐProcess which loops forever?nRequest all resources (at once) at anypoint in the programnTo get a new resource, release all currentresources, then try to acquire new oneplus old ones all at oncelDifficult to know what to request inadvancelWasteful; ties up resources and reducesresource utilizationlStarvation is possible

7Fall 2002, Lecture 20Deadlock Prevention(cont.)nCircular wait Ñ there must exist a set ofwaiting processes such that P0 is waitingfor a resource held by P1, P1 is waitingfor a resource held by P2, É Pn-1 iswaiting for a resource held by Pn, and Pnis waiting for a resource held P0lTo avoid, impose a total order on allresources, and require process to requestresource in that ordernOrder: disk drive, printer, CDROMnProcess A requests disk drive, then printernProcess B requests disk drive, then printernProcess B does

not request printer, thendisk drive, which could lead to deadlocklOrder should be in the logical sequencethat the resources are usually acquirednAllow process to release all resources,and start request sequence overnOr force process to request total numberof each resource in a single request

8Fall 2002, Lecture 20Dealing with DeadlocknThe Ostrich Approach Ñ stick your headin the sand and ignore the problemnDeadlock prevention Ñ prevent deadlockfrom occurring by eliminating one of the 4deadlock conditionsnDeadlock detection algorithms Ñ detectwhen deadlock has occurredlDeadlock recovery algorithms Ñ breakthe deadlocknDeadlock avoidance algorithms Ñconsider resources currently available,resources allocated to each process, andpossible future requests, and only fulfillrequests that will not lead to deadlock

9Fall 2002, Lecture 20Resource-Allocation GraphnThe deadlock conditions can be modeledusing a directed graph called a resource-allocation graph (RAG)l2 kinds of nodes:nBoxes Ñ represent resourcesÐInstances of the resource are representedas dots within the boxnCircles Ñ represent processesl2 kinds of (directed) edges:nRequest edge Ñ from process to resourceÑ indicates the process has requestedthe resource, and is waiting to acquire itnAssignment edge Ñ from resourceinstance to process Ñ indicates theprocess is holding the resource instancelWhen a request is made, a request edgeis addednWhen request is fulfilled, the request edgeis transformed into an assignment edgenWhen process releases the resource, theassignment edge is deleted

10Fall 2002, Lecture 20Interpreting a RAGWith Single Resource InstancesnIf the graph does not contain a

cycle,then no deadlock existsnIf the graph does contain a cycle,then a deadlock does existnWith single resource instances,a cycle is a necessary and sufficientcondition for deadlock

p2p1p3r1r2r3r4p2p1p3r1