1e 21Dealing with DeadlocknThe Ostrich Approach Ñ stick your headin the sand and ignore the nDeadlock prevention Ñ prevent deadlockfrom occurring by eliminating one of the 4deadlock conditionsnDeadlock detection algorithms Ñ detectwhen deadlock has occurredlalgorithms Ñ breaknDeadlock avoidance algorithms Ñconsider resources currently available,resources allocated to each process, possible future requests, and only fulfillrequests that will not lead to d

2e 21Resource-Allocation GraphnThe deadlock conditions can be using a directed graph called a allocation graph (RAG)l2 kinds of nodes:n Ñ represent resourcesÐInstances of the resource are representedas dots within the boxn Ñ represent processesl2 kinds of (directed) edges:nÑ from process to resourceÑ indicates the process has requestednÑ from resourceinstance to process Ñ indicates theprocess is holding the resource inlWhen a request is made, a request edgennWhen process releases the resource, the

3e 21Interpreting a RAG With SingleResource Instances (Review)nIf the graph does contain a

then deadlock existsnIf the graph contain a then a deadlock existnWith resource instances,a is a and condition for deadlock

p2p1p3r1r2r3r4p2p1p3r1

4e 21Deadlock Detection(Single Resource of Each Type)nIf all resources have only a singleinstance, deadlock can be detected bysearching the resource-allocation graphfor cyclesl defines a simpler graph, graph, and searchesthat graph insteadnThe wait-for graph is the resource-, minus the resourcesnns p1 islds (herewe donÕt care which resource is inOne simple algorithm:lStart at each node, and do a depth-firstsearch from therelIf a search ever comes back to a node itÕsalready found, then it has found

5e 21Interpreting a RAGWith Multiple Resource InstancesnIf the graph does contain a

then deadlock existsnIf the graph contain a then a deadlock existnWith resource instances,a is a (but not

) condition for deadlock

p2p1p3r1r2r3r4p2p1p3r1

6e 21Interpreting a RAG WithMultiple Resource Instances (nIf the graph contain a

(and acycle), then a deadlock existnIf the graph does not contain a

,then a deadlock does not existnWith resource instances,a is a condition for

p2p1p3r1r2r3r4p2p1p3r1

7e 21Deadlock Detection(Multiple Resources of Each Type)nThis algorithm (Coffman, 1971) uses thefollowing data structures:nn processes, m types of resourceslvector tells numberof resources of each type that existlvector tells numberof resources of each type that areli-th row of Current Allocation matrix tellsnumber of resources of each allocated (assigned) to process i

Existing Resources

Available Resources

(E1, E2, E3, É, Em)

(A1, A2, A3, É, Am)

Current Allocation

C11C12C13C1m

ÉC21C22C23C2m

ÉCn1Cn2Cn3Cnm

É............Request

R11R12R13R1m

ÉR21R22R23R2m

ÉRn1Rn2Rn3Rnm

É............

8e 21Deadlock Detection(Multiple Resources of Each Type)nEvery resource is either allocated orlNumber of resources of type j that havenumber of resources of type j that areresources of type j in existencenProcesses may have unfulfilled requestsli-th row of Request matrix tells number ofresources of each type process requested, but not yet rnNotation: comparing vectorslIf A and B are vectors, the relation A £ Bmeans that each element of A is less thanor equal to the corresponding element ofB (i.e., A B iff A £ B for 0 i m)lFurthermore, A < B iff A £ B and A

9e 21Deadlock Detection Algorithm(Multiple Resources of Each Type)nllAs algorithm progresses, processes be marked, which indicates they are ableto complete, and thus are lWhen algorithm terminates, anynLook for an unmarked process Pi forth row of the matrixis less than or equal to the If such a process is found, add the i-row of the matrix to the vector, mark the process, andgo back to step 1If no such process exists, the algorithm e 21Deadlock Detection Example(Multiple Resources of Each Type)nWhose request can be fulfilled?lProcess 1 Ñ no Ñ no CDROM lProcess 2 Ñ no Ñ no printer lProcess 3 Ñ yes Ñ give it the requestedresources, and after it creleases those resources, A = (2 2 2 0)lProcess 1 still canÕt run (no CDROM), butprocess 2 can run, giving A = (4 2 2 1)lProcess 1 can run, giving A = (4 2 3 1)

Existing Resources

Available Resources

(2 1 0 0)

Request

2 0 0 1

1 0 1 0

2 1 0 0

(4 2 3 1)

Current Allocation

0 0 1 0

0 1 2 0 resources = (tape drive plotter printer CDROM)

e 21After Deadlock Detection:Deadlock RecoverynHow often does deadlock detection run?lAfter every resource request?lLess often (e.g., every hour or so, ornWhat if OS detects a dlTerminate a processncked processesnÐWhich one?ÐOne with most resourcÐOne with less cÈCPU time used, needed in futureÈResources used, neededÐThatÕs a choice similar to CPU scnIs it acceptable to terminate process(ÐMay have performed a long computatiÈNot ideal, but OK to terminate itÐMaybe have updated a file or done I/OÈCanÕt just start it over again!

e 21After Deadlock Detection:Deadlock Recovery (nAny less drastic alternatives?lPreempt resourcesnnWhich ÒvictimÓ?ÐAgain, based on cost, similar to CPUnÐ resources Ñ take them awayÐ Ñ ÒrollÓ the process back tosome safe state, and restart it from thereÈOS must the processfrequently Ñ write its state to a ÐCould roll back to beginning, or justenough to break the deadlockÈThis second time through, it has towait for the resoÈHas to keep multiple checkpoint files,which adds a lot of overheadnÐMay happen if decision is based on samecost factors each timeÐDonÕt keep preempting same process (i.e.,set some limit)