1Fall 2002, Lecture 35Distributed File SystemsnDistributed file system Ñ a distributedimplementation of a file systemlFile service Ñ specification of the filesystem interface as seen by the clientslFile server Ñ a process running on somemachine which helps implement the fileservice by supplying filesnGoals of a distributed file systemlNetwork transparencynProvide same operations for accessingremote and local filesnIdeally, clients should not have to knowthe location of files to access themlAvailability / robustness Ñ file serviceshould be maintained even in thepresence of partial system failureslPerformance Ñ should overcomebottlenecks of a centralized file system

2Fall 2002, Lecture 35Distributed File Systems (cont.)nIn principle, files in a distributed filesystem can be stored at any machinelHowever, a typical distributedenvironment has a few dedicatedmachines called file servers that store allthe files

cachecachecachelocaldiskcachecacheserverdiskserverdiskserverdisk

network

3Fall 2002, Lecture 35Distributed Naming StructuresnTwo related concepts in naming:lLocation transparency Ñ the name of thefile does not reveal the physical storagelocation (disk)nMay expose name of machiennTrue for many naming schemeslLocation independence Ñ the name ofthe file need not change if the fileÕsstorage location changesnFalse for most naming schemesnAbsolute nameslNames of form: machine : pathnamelUsed by:nOld UNIX distributed file systemsnCurrent web browsers (e.g., Netscape)4User can use same tools and fileoperations for local and remote access8Not location transparent or independent

4Fall 2002, Lecture 35Distributed Naming Structures (cont.)nMount remote directories onto localdirectories (possibly on demand)lClient-maintained mount information:nUsed by UNIX and NFS Ñ SunÕs NetworkFile SystemnClient maintains:ÐA set of local names for remote locationsÐA mount table (/etc/fstab) that specifies a:È< remote machine name : pathname >Èand < local pathname >nAt boot time, the local name is bound tothe remote nameÐAfterwards, users refer to local pathnameas if it were local, and the distributed OStakes care of the mappingÐLocation transparent and independentafter the mount operation, but not beforelServer-maintained mount information:nIf files are moved to a different server,mount information need only be updatedat servers

5Fall 2002, Lecture 35Mounting Remote File SystemsnNFS supports mounting of remote filesystems by client machineslName space seen by each client may bedifferentlSame file on server may have differentpath names on different clientslNFS does not enforce a single network-wide name space, but a uniform namespace (and location transparency) can beestablished if desired

/ (root) export people binrobin bill/ (root) usrprofs students etchan/ (root) nfsusers janejimbobremotemount remotemount client server 1 server 2

6Fall 2002, Lecture 35NFS Software ArchitecturenVirtual file system:lSeparates generic file-system operationsfrom their implementation (can havedifferent types of local file systems)lBased on a file descriptor called a vnodethat is unique networkwide (UNIX inodesare only unique on a single file system)

localdisk

UNIXfilesystem

NFSclient virtual file system local remote

UNIX kernel user-levelclient process system calls client computer

NFSserver server computer network

NFSprotocol

7Fall 2002, Lecture 35NFS ProtocolnNFS protocol provides a set of RPCs forremote file operationslLooking up a file within a directorylManipulating links and directorieslCreating, renaming, and removing fileslGetting and setting file attributeslReading and writing filesnNFS is statelesslServers do not maintain information abouttheir clients from one access to the nextnThere are no open-file tables on the serverlThere are no open and close operationsnEach request must provide a unique fileidentifier, and an offset within the filelEasy to recover from a crash, but fileoperations must be idempotent

8Fall 2002, Lecture 35NFS Protocol (cont.)nBecause NFS is stateless, all modifieddata must be written to the serverÕs diskbefore results are returned to the clientlServer crash and recovery should beinvisible to client Ñdata should be intact8Lose benefits of cachingnSolution Ñ RAM disks with battery backup(un-interruptable power supply), written todisk periodicallynA single NFS write is guaranteed to beatomic, and not intermixed with otherwrites to the same filelHowever, NFS does not provideconcurrency controlnA write system call may be decomposedinto several NFS writes, which may beinterleavednSince NFS is stateless, this is notconsidered to be an NFS problem