Firewall Verification for Virtual Private Networks

Abstract

Firewalls are critical network security elements that are deployed by most enterprises. As the complexity of the network and the security requirements grow, so is the difficulty in

understanding and analyzing the function of these firewalls. The need arises for effective ways that assist the firewall designers and administrators in understanding, analyzing and verifying the functioning of these firewalls. In this paper, we propose an

automated technique for examining the correctness of multiple firewalls protecting virtual private networks deployed across the Internet. We propose to examine the rules of the firewalls for consistency and present the designer with ranges of Internet packets

that can cause inconsistency in the firewall setup. At the discretion of the designer, our technique will detect the leaks in the firewall design.

Motivation
With the increase in the usage of the Internet to connect remote networks, network security has become a prime issue for the industry. A firewall is a tool to ensure security for such designs. However, with the increased complexity of corporate networks,

designing and maintaining these firewalls has become increasingly difficult. It is not uncommon to see firewalls in many enterprises having rule-sets in the thousands. Due to such levels of complexity, it is advantageous to automate the process of managing and verifying the correctness of these firewalls. In this paper, we focus on firewalls that are protecting virtual private networks. A virtual private network is a network that uses public networks like the Internet to connect private networks of a corporation. Since the

public networks are insecure, these private networks are generally guarded by firewalls. In this paper, we present an algorithm that analyzes the rule-sets of such firewalls and produce ranges of incoming/outgoing packets for the designer to examine. Optionally,

the algorithm can ensure that the network is insulated from external packets.

